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Statutory Duties for Corruption Prevention

ETNT

sovermnericcirrset N
. e \ &

public bodics Partments and

Advis_e them of changes in
Practices and procedures to

mitigate corruption risks,
Sl J

I

\ Provide corruption |

prevention advices ||

__/._upon request.




ldentifying and Prioritising Risks

Risk Management Matrix Risk Drivers
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Designing and Dlgltal Cnrols
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*‘bata megrty Blockchain-based e-certificate verification

0 1 Protection

) 4 \// Key CP Features :

// CORRUPTION RISKS IN ACADEMIC \ * Applicant shares an e-certificate embedded
1 CREDENTIAL VERIFICATION 2 | with a QR code

e Use of falsified certificates to obtain admission * Verifier scans the QR code or uploads the file
or employment to a designated verification portal

Blockchain validates the certificate’s integrity

28—year nld decewes-mth false credentials and — any tampering triggers an alert
possesses fraudulent certificate

: ACVP
| EREAKING NEWS A A :

Academic Certificate Verification Platform

WEWS 5 BREAKING NEWS Your Trusted Academic Certificate Verification Platform

Some 30 master students caught using false credentials
to enroll in il Business School

-

Verify Credentials
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Orag & drop a POF file ar click to browse file
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C;ORRUPTION RISKS IN TRADITIONAL
INSPECTION MONITORING "

* Paper-based inspection checklist: human error,
loss, poor accessibility, tampering

E- mspectlon system

e Limited supervisory oversight during fieldwork

- Difficult to detect falsified reports (e.g. fake ~_
hotos, inspection claimed at impossible times

ICAC Press Release
The ICAC investigation revealed that on various occasions, A had instructed
N B to take photographs of XX facilities and alter the date and time of the
S photographs, which purported to have been taken on different days. Upon A’s
e instruction, B used those photographs to compile the relevant daily inspection
reports for submissions to the relevant government department.

110

Key Corruption Prevention Control Features:

e Mobile devices for on-site result
documentation

* Upload restrictions to prevent use of
stored/edited photos

* Photo/video capture with automatic /
timestamp & geolocation

* Data analytics to detect irregularities
in inspection time, location, activity




A'ﬁa.;na|9‘ Exompjé Al- -Pewered Football Integrity Analysns System
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Mmor Maintenance Farocuremeni Fraud 0 1 O
(Purchase of parts below USD 640/order) |
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Minor Maintenance Procurement Fraud
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Automated workflow control
with approval path (cN 12)

loT equipment condition

& monitoring (CN 11)

Auto-generation of suppliers
by rotation (cN 13)

Digitisation + Audit trail (CN 10 & 3)

Mandatory declaration
in workflow (cN )

past/market price
benchmarking (cn 16)

Anomaly detection alerts (cN 17 & 18)
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Ensuring Effective Implementation
"raditional Approach | | New Compimentary Approach
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Automated Compliance Analysis Tool

1. Upload specifications and start Al review : :
e oy 3. With reasons and recommendations

18. Alerts

Upload documents & X
[ INTECHgrity Framew
Selected O files Browse Files = -
4
}_

(£ vow ]
X Create Review Create & Start Al Review However, there is no verifiable operational artifact (e.g., logs of actual alert
; dispatches, incident reports, or escalation records) demonstrating that alerts have

Status.

Auto-apply Al suggestions (i) been executed in production during the review period. Consequently, the
requirement is not fully demonstrated by execution evidence, though capability
exists in the documented design.

Supporting Evidence:

2. Al assesses whether INTECHgrity controls oo Systemator 1.2 4.5
are fUIfi"ed Gaps Identified:

Mo documented evidence of production alert events (logs or reports) confirming that
. autoc-alerts were sent; no explicit escalation matrix or alert severity levels; no test
Partially Fulfilled evidence showing alert effectiveness or SLA/response times.

18. Alerts

Mandatory
Recommended Improvements:

19. Reporting and Data Visualisation Provide verifiable operational artifacts of alerting (production logs, dashboards, or
Partially Fulfilled incident reports) during the review period; define and document alert escalation
paths, severity levels, and response SLAs; implement periodic testing of alerting
i workflows and produce audit-ready reports validating alert delivery and

20. Access to Information for Transparency Showless o Fullscreen

Mandatory
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CP Salutions x!evelgped by Hackathon Participants

Procurement Fraud Detection — Bid-rigging Similarity Analysis Engine

Detect potential collusion by analysirig and comparing - Semantic Analysis
similarities across submitted bid §ocuments

Macao, SAR

" Layout Analysis

Image Analysis

Company J $239,00( Company F
File: bid_7.pdf File: bid_6.pd
T Uploaded: 9/18/2025 Uploaded: 9/1
All Highlights (30)
TEXT - ’ . i ) - - l Semantic 17 Layout & Images 2
Proposal For Urban Revitalization and s =¥ ) . J »

CRITICAL RISK 90y
Landscaping Project

M @ Image Similarity Analysis

E3 Image

ovember 25, 2024 Image analysis

-

Tender Reference: Urban Revitalization and Landscaping Project Project Management and Oversight SECTION C: Project Execution Details
' A o prowect Thay wi ensure smooth

SECTION A: About Our Company . . o Tty ¥4 o o " Our Work Plan

® Content Comparison

>
Al SECTION D: Financials ® Company J @ Company F
SECTION B: Our Proven Experience

021-2023): This major project involy
1 recreational pathw

4 Image Match Analysis

Match Type Confidence

Similar Content

Suspiciou Jicators

. ldentical structural patterns detected

@ Add to Report
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CP Salutions nevel'aped by Hackathon Participants

Uzbekistan
E-channel to report suspicious activity

Asset Declaration Form

/™ Report Suspicious Activity

Asset Category *

Assigns a risk score by comparing an individual’s net
worth against benchmark references

Investment Assets Help maintain transparency by reporting suspicious asset activities that may indicate corruption or undisclosed wealth

Target Official*

Real Estate

~ Zero-Knowledge Proof Status Ruzimurodov Bekhruz

Asset Value (USD) * ~ P vacy-preserving verification of family relations
13,000 b Suspicious Asset Type *

Reports P X Undisclosed Property

Automated reports of declarations

Asset Description *
Asset description goes

0xfb22..b908 spouse Datailed Description *

Net Worth Anomaly Score Risk Level ® 22lb Dakq.r slwet
$150,000 — L

Oxdce2..3037  cnid
Het Worth ol Risk Level

$500,000 % & bigh

£ High Anomaly Detected A ' vid
Evidence/Proof *
This tamily member's net worth appears unusually high compared to expected patterns. This may indi tial asset transfers or undisclosed income sources

mportant Guidelines:

0x0548..fc3e Paent

Het Worth
$75,000

Analysis Summary

Upload evidence files




Corruption Prevention Guide on

for Public Bodies

3.2 INITIATING PURCHASE REQUISITIONS

Placement of unnecessary or excessive orders.

Splitting of orders to circumvent more stringent controls for higher-value purchases.

Lack of an established budgeting process.
No justifications on the need for raising purchase requisitions.
Inadequate monitoring or scrutiny to assess the need for purchase.

Lack of a mechanism to detect split orders.

Instances where quantities of items requested significantly exceed the typical usage
pattern without a valid reason.

Repeated purchases of the same goods/services with the value often just below a
monetary threshold warranting approval from a higher authority.

Instances of unbudgeted purchases or purchases exceeding budgeted amounts
without proper justifications.

A pattern showing purchases being pocled together while the normal approving
authority is away from office.

Putin place a robust budgeting process to facilitate a proper control on initiating purchase

requisitions -

e formulating a budget covering, among others, major procurement items and the
estimated expenditure;

taking into consideration any expiration of term/service contracts;
stating any major assumptions made;

explaining any significant difference with the budget and actual expenditure on
procurement of the previous years;

submitting the budget for approval by the designated authority (e.g. board, finance
committee); and

subjecting the approved budget to mid-year review to ensure any significant
variance has been accounted for.

A director of an organisation solicited and accepted illegal
kickbacks from a contractor as a reward for awarding a
number of contracts to that contractor.  The organisation
required contracts worth over a specified monetary
threshold to be approved by a committee.  To circumvent
the control, the director split the purchases info smaller
contracts and instructed the contractor to submit bids just
below the specified threshold.
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