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The views expressed in this material are the views of the author/s and do not necessarily reflect the views or policies of the Asian Development Bank,

or its Board of Governors, or the governments they represent. ADB does not guarantee the accuracy of the data included in this presentation and accepts
no responsibility for any consequence of their use. The countries listed in this presentation do not imply any view on ADB’s part as to sovereignty or
independent status or necessarily conform to ADB’s terminology.
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ADB Health, Safety
and Security (HSS)

Awareness Training
Course

ADB




MODULE 2
HSS Risk Identify hazards and

risks, assess their
impact and how to
control them

Management

ADB



Hazard

A hazard is anything that has the potential to cause harm.
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Hazard Wheel

Mechanicg/

A hazard wheel can help
to identify hazards when
performing an operation
or task.

Biological



Hazardous Event

-or a hazard to cause harm, a
nazardous event must
nappen.




Assessing Risks

We need to understand the
definition of risk and be able to
evaluate and reduce It.




Perception of Risk

Limited Risk Higher Risk ADB




Risk

Risk is the combination of the likelihood of a

hazardous event occurring, and the consequence.

Risk = Likelihood x Consequence




Say eGroup.m, Defining “Hazard” vs “Risk”

THE TRUSTED NAME

Risk Management _ A TN SN

Following Through |dentification
on Mitigation Plans of Hazard

Assessing Potential Consequences
and Probabilities

i‘ SAF ETY SAFETY SYSTEMS

OPERATIONAL EXCELLENCE
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Say eGI’OUP.m_ Defining “Hazard” vs “Risk”
What is an
obvious
“Hazard”?
\i What is the
“Risk”?
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ADB

SAFETY SYSTEMS

SAFETY OPERATIONAL EXCELLENCE




eGrou

THE TRUSTED NAME

o Defining “Hazard” vs “Risk”

2
<

Same
“Hazard’...

Now what is
the “Risk”?

ADB

SAFETY

SAFETY SYSTEMS
OPERATIONAL EXCELLENCE




Hazard Event Consequences
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Exercise

Provide an example
of how a person

could be harmed for
each hazard group.

Mechanicg/

Biological



No PPE

No Fall
Protection

No Fall
Protection

i
i
Ll
>
!




High Volt : Press:fr’ Ll
: e LT R

o

HE 4 |
| o :
: i ‘ : - £ ¢ :
7 \ / lf Fd l i
— : —= ; o — A =i AL

T B w——t g

=
=2
o~

S~
1
!
|

A

e s
®
.

4

e
s
| S
»
¥
- ; . A | . .
LE'.‘ - ’
e S J r
R ] |
: b, ] -g,l’
S L I,
f 1 »
| E )
! : 3
{ . : .
$ a0 ¥ BT
1 | L
i WA A
3- — : “ i




i

|

|
]

.







Risk Management

|dentifying and evaluating
risks, and identifying
mitigation measures, to
reduce risk to “as low as
reasonably practicable”
(ALARP).




High Level Hazards

2
<

Hazards

Fire

Explosion

Natural hazards
Hazardous materials
spill or release
Terrorism
Workplace violence
Pandemic disease
Utility outage
Mechanical
breakdown
Supplier failure
Cyber attack

apnyude 3
Ayjqeqoud

Hazard ldentification

Assets at Risk

* People

* Property including
buildings, critical
infrastructure

* Supply chain

* Systems/equipment

* Information Technology

* Business operations

* Reputation of or
confidence in entity

* Regulatory and
contractual obligations

* Environment

Vulnerability Assessment

Aupqesauinp

Impacts

Casualties

Property damage
Business interruption
Loss of customers
Financial loss
Environmental
contamination

Loss of confidence in
the organization
Fines and penalties
Lawsuits

Impact Analysis

RISK MANAGEMENT
OPERATIONAL EXCELLENCE




Risk Assessment Process

Evaluate Review
What could  the risk Record your
Identify the go wrong your mitigation
hazard findings controls
1 2 4 5
ADB



Using a Risk Matrix (Basic 3x3)

Consequence

Slightly Extremely
Harmful AL Harmful

Extreme

Likely Medium Risk o

Medium

Unlikely Low Risk ek

Likelihood

Highly

Unlikely Low Risk | Medium Risk




0 OQUE :
Insignificant Minor Moderate
Very Likely | Low-Medium Medium ed o
: Likely Low-Medium ORI Medium
@
C Possible AR Medium
Unlikely Low-Medium | Low-Medium
Very Unlikely Low-Medium

a ) )
Major Catastrophic
=10
20 =10
. ed
Medium :
Medium Medium




SAMPLE Corporate Risk Matrix

“PEAR”

Principle

“Say

HE TRUSTED NAME

leGrou

P.m.

Consequence
Severity

Health&Safety

Environment

Financial

Reputation

Probability

A - Remote

B - Unlikely

[ Likelihood

C - Likely

D - Frequent

1- Minor

-Minor Injury or
iliness
-First Aid

-Minimal cleanup
needed

-Fully contained
on site
-Negligible
impacts

Less than
$10,000

-No public
disruption
-No media
attention

B1

c1

2- Moderate

-Medical
Treatment
-Restricted Work

-Some clean-up
offsite
-Localized
impacts

$10,000
to

$100,000

-Regulatory
attention/letters
-Minimal public
disruption

- Briefly in local
media

-Lost Time
Incident (LTI)
-Multiple injuries

-Widespread but
recoverable
-Short term
impacts

$ 100,000
to

$ 500,000

-Regulatory
action/fines
-Local public
disruption
-Prolonged local
media attention

4- Critical

-Fatality
-Permanent
health impact
-Long term
disability

-Widespread and
irreversible
-Long term
impacts

Over
$ 500,000

-Regulatory
shutdown
-Wide public
disruption
-Prolonged wide
media attention

]
RISK n‘t\ ” AN
OPERATIONAL EXCELLENCE




Risk Management

|dentifying and evaluating
risks, and identifying
mitigation measures, to
reduce risk to “as low as
reasonably practicable”
(ALARP).




High Level Hazards

Hazards

Fire

Explosion

Natural hazards
Hazardous materials
spill or release
Terrorism
Workplace violence
Pandemic disease
Utility outage
Mechanical
breakdown
Supplier failure
Cyber attack

apnyuden
Anjiqeqoad

Hazard Identification

Assets at Risk

* People

* Property including
buildings, critical
infrastructure

* Supply chain

* Systems/equipment

* Information Technology

* Business operations

* Reputation of or
confidence in entity

* Regulatory and
contractual obligations

* Environment

Vulnerability Assessment

Aupqesaujnp

Impact Analysis

Impacts

Casualties

Property damage
Business interruption
Loss of customers
Financial loss
Environmental
contamination

Loss of confidence in
the organization
Fines and penalties
Lawsuits

ADB

RISK MANAGEMENT
OPERATIONAL EXCELLENCE




Risk Assessment Process

Evaluate Review
What could  the risk Record your
Identify the go wrong your mitigation
hazard findings controls
1 2 4 5
ADB



Using a Risk Matrix
(CEL () &)

Consequence

Slightly Extremely
Harmful A Harmful

Likely

Medium

Unlikely

Likelihood

Highly
Unlikel

Risk
: Medium
Low Risk Risk

: Medium
Low Risk Risk



0 -0 -
Insignificant | Minor Moderate Major
Very Likely | Low- Medium
Medium
Likely Low- Low- Medium
Medium Medium
Possible Low- Medium
Medium
Unlikely Low- Low- Medium
Medium Medium
Very Low- Medium
Unlikely Medium

Catastrophic

Medium




Say eGI”OUP.m_ SAMPLE - Corporate Risk Matrix

THE TRUSTED NAME

“PEAR”
Principle

Consequence
Severity

Health&Safety

Reputation

Environment

Financial

Reputation

Probability / Likelihood

A - Remote

B - Unlikely

C - Likely

D - Frequent

1- Minor

Minor Injury or
iliness
-First Aid

Minimal cleanup
needed

-Fully contained
on site
-Negligible
impacts

Less than
$10,000

-No public
disruption
-No media
attention

2- Moderate

-Medical
Treatment
-Restricted Work

-Some clean-up
offsite
-Localized
impacts

$10,000

to

$100,000

-Regulatory
attention/letters
-Minimal public
disruption

- Briefly in local
media

3- Major

-Lost Time
Incident (LTI)
Multiple injuries

-Widespread but
recoverable
Short term
impacts

$ 100,000

to

$ 500,000

-Regulatory
action/fines
Local public
disruption
-Prolonged local
media attention

4- Critical

-Fatality
-Permanent
health impact
-Long term
disability

-Widespread and
irreversible
-Long term
impacts

Over
$ 500,000

-Regulatory
shutdown
-Wide public
disruption
-Prolonged wide
media attention

RISK MANAGEMENT
OPERATIONAL EXCELLENCE
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Corporate Risk Worksheet - Sample
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INTERNAL. This information is accessible to ADB Management and staff. It may be shared outside ADB with appropriate permission.



Say eGroup.m_ Risk Management - LAYERS of Protection

THE TRUSTED NAME

Swiss Cheese Risk Model e odel
- Layers of protection needed for Emergency Prevention & Response

Hazards/ risks

Rescue
Search & rescue, escape
Mitigate

Active fre protection, ESD, elc

Control

Fire & gas detecticr

Other holes due
to latent condiions

RISK MANAGEMENT
OPERATIONAL EXCELLENCE




Say eGroup.m_ Risk Management - LAYERS of Protection

THE TRUSTED NAME

Basic Bow Tie Concept

Preventative Controls Recovery Controls

Events and Harm to people and
Circumstances damage to assets

BARRIERS or environment \

A

;T \I

A\
@1

/e? I I N

Undesirable event with
potential for harm or damage

omozZzmcomnzZon

Engineering activities
Maintenance activities
Operations activities

Discussion - House Fire RISK MANAGEMENT
- List out examples for “Prevention & Response” OPERATIONAL EXCELLENCE




Say eGroup.m_ Risk Management - LAYERS of Protection

THE TRUSTED NAME

Discussion - House Fire

- List out examples for “Prevention & Response”
*o T

RISK MANAGEMENT
OPERATIONAL EXCELLENCE




Hierarchy of Controls



ADB Hierarchy of Controls

Elimination

EYE PROTECTION

SAFETY CLOTHING

' FALL PROTECTION

I PPE = Last Line of Defense ! FOOT PROTECTION

HEAD PROTECTION
HEARING PROTECTION




Using a Risk Matrix
(CEL () &)

Consequence

Slightly Extremely
Harmful A Harmful

Likely

Medium

Unlikely

Likelihood

Highly
Unlikel

Risk
: Medium
Low Risk Risk

: Medium
Low Risk Risk



Typical Life-Saving Rules

Other LSR online video summaries from IOGP
Links to all LSR videos (1-2 minutes each)

* Youtube:

* Vimeo: (show Energy Isolation & Work at Heights)

ADB



Office Safety - Controls

EigonomiciSafety




Office Safety - Controls
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Say eGroup.m_ Example of Controls for Fire Protection

THE TRUSTED NAME

the fire triangle FIRE EXTINGUISHING METHODS

Fire needs three things to exist; Oxygen, ignition and fuel.
Eliminate one and a fire will not occur

Cooling Isolating
&‘ |  flammable
Air contains approximately ¥ - % =
21% oxygen gither from spark or p J material

temperature, & are
treated differently

Cutting off
oxygen supply | . activity

Anticatalytic

Fuel ean come in the form of flammable liquid,
gas or vapour or combustible dust

When the fuel and air (oxygen) are mixed in the correct

proportion it can be ignited by either a spark or heat — all

Certified Electrical equipment is designed to remove one
element of the fire triangle to prevent an explosion

Coex.
Training

RISK MANAGEMENT
OPERATIONAL EXCELLENCE
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fire extinguishers and

Symbols found on

RISK MANAGEMENT

OPERATIONAL EXCELLENCE




Sighage & Barricades
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Engineering Design Hazards / Failures




Engineering Controls




Sighage & Barricades
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Key H&S Risk
Mobile Plant Interactions
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Chemical :
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_Pinch & Crush

Points




Summary

risk management applies across
all sectors

hierarchy of controls to minimize
or eliminate a hazard

all personnel are responsible for
assessing and addressing risks

this includes the Contractor supply
chain !




