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Southeast Asia’s digital economy is full of opportunities, but it is
not without risks.
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Buildingcyber resilience is key to maximising the benefits of
the region's digital economy.

ASEAN has a vision of a 2 There is opportunity to
peaceful, secure and
resilient regional
cyberspace that serves

operationalise “resilience”.

as an enabler of A Resilience includes the

economic progress. recognition that:
@® attacks are inevitable;
@® uncertainty is constant;

- ASEAN Leader's Statement of ® adaptability is important.
Cybersecurity Cooperation, 2018
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Cyber resilience is the capability to adapt to constantly evolving
cyber threats.
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The Cyber Resilience Framework uses publicly available
resources.

Pillar 1: Capability to Lower Probability

« Protection of Digital Services « Cyber Incident Responses

« Protection of Essential Services « Cyber Crisis Management

« Protection of Personal Data « Fight against Cybercrime

; : Identify and
« Cybersecurity Policy Detect

Development

« Regulations of

« Cyberthreat Analysis and Emerging Technologies
Information « Cyber Education and

Professional Development

« Government spending in R&D
and Higher Education

« Cooperative Measures
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Southeast Asia’s cyber resilience journey varies.
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Key considerations to improve resilience in Southeast Asia

Protect

Need for data protection agencies

and coordination with one another.

Identify and Detect

Increasing importance of talent to
secure digital progress.

Pillar 1: Capacity to Lower Pillar 2: Capacity to Reduce the
Probability Impact

Respond and Recover

CSIRTs will benefit from
coordination within and beyond
borders.

Adapt

Build a culture of cyber resilience.
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Read our full paper:

https://techforgoodinstitute.org/research/tfqi

-reports/towards-a-resilient-cyberspace-in-
southeast-asia/
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