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I love the internet…



Cyber security

• Traditionally focused on critical 

infrastructure protection

• The threats are wide ranging

• A focus on resilience rather than protection



Where are the threats coming from

• Nation states

• Activists

• Criminals

• Where else?



What do the bad guys want?

They want…

• Your data

• Your servers

• Your customers

• Maybe they just want to take you down!
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 Employees, customers and clients are targeted

 Be wary of what you post online, both corporately and privately

But this is not a technical problem…



Westpac Phishing scam



Mobile devices



It’s all about…

• Know your information

• Know your technology

• Know your staff



Case Studies

• Banking & Finance

• Healthcare



Governance

• Frameworks – ISO 2700x, APRA PPG 

234, ASIC Report 429

• Adopting governance practises – the ‘if not 

– why not’ approach

• It’s a business issue, not an IT issue

• A focus on resilience rather than protection



It’s all about trust, safety and confidence

What happens when consumers lose trust 

in the online environment?



It’s all about risk…

• How do I measure security RoI?

• Should I buy insurance?

• How do I stay informed?



So what do we do?

focus on the consequences

(and incident response)



Questions? 

e) nigel.phair@canberra.edu.au

p) _61 408 437056


