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• First consider potential cloud solutions before considering any 
other option (such as on-premises computing solutions). 

• Many countries also require procuring agencies to consider 
public cloud solutions before any other cloud deployment model 
if that public cloud provides appropriate security controls for the 
data to be handled.

• In four of the five case studies, cloud first principles are 
articulated within top-level government policies and strategies 
that pertain to the whole-of-government. For example: Japan, 
Australia, UK and Dubai. 
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Summary of Institutional Frameworks of the Case Studies
Case Study Model Strengths Weaknesses

Japan Centralized

• Streamlines security responsibilities
within one organization facilitating the
pre-approval of cloud services and listing
the pre-approved cloud services.

• Eases the security assessment process
for procuring agencies.

• Available pre-approved cloud
offerings may be limited
compared to other models.

• Centralized system could
create bottlenecks.

South 
Africa Decentralized

• Standardized procurement guidance
provides for flexibility in agency-level
cloud assessment and approval process.

• Empowers agencies to tailor their
assessment, approval, and procurement
activities to its unique circumstances.

• No centralized listing of cloud
services available.

• Lack of centralized apparatus
risks non-uniformity in security
of procured cloud services.

Australia

Hybrid

• Streamlines security responsibilities
within one organization approving or
verifying the certification of cloud
services.

• Centralized marketplace eases the
process of selecting and assessing
various cloud services.

• Multiple organizations with
varied responsibilities could
cause complexity and
confusion.

UK

Dubai
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Japan (ISMAP)

• Confidential 
2 

Australia 

• Unclassified 
(Unofficial, 
Official, 
Official: 
Sensitive)

• Classified 
(Protected, 
Secret, Top 
Secret

UK

• Official
• Secret
• Top Secret

South Africa

• Restricted
• Confidential
• Secret
• Top Secret 

Dubai

• OPEN
• SHARED-

Confidential
• SHARED-

Sensitive
• SHARED-

Secret
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• South Africa: Public cloud data must always reside within the borders of South 
Africa (with limited exceptions).

• Dubai: Dubai forbids the handling of SHARED data outside the UAE. In 
addition, CSPs handling SHARED data for government entities must have a 
minimum of two data centers within the country’s geographic jurisdiction. 
However, there is an exemption process for procuring agencies seeking to host 
shared data outsides UAE, which is based on a risk assessment process.

Required

• Australia: Recommends cloud consumers use CSPs and cloud services 
located in Australia for handling their sensitive and security-classified 
information. Australia also requires CSPs handling data at or above the 
Official:Senstive data level to obtain a Hosting Certification Framework (HCF) 
certification.

• UK: Recommends public agencies to consider the implications of where data 
is hosted.

• Japan: Procuring agencies should strongly consider the potential risks of the 
handling of data that may become subject to foreign laws and regulations 
when selecting cloud service offerings.

Recommended
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Comparison of Security Assessment Considerations and Activities
Japan Australia UK South Africa Dubai

Security Self-
Assessment Yes Yes (“Phase 2A” 

Report) Yes Yes Yes

Third-Party
Assessments Yes (“ISMAP 

Assessors”)
Yes (“IRAP 
Assessors”) No No Yes (“Certification 

Bodies”)

Assessment
Reuse Yes (approved 

services added 
to Cloud 

Service List)

Yes No No Yes

Controls
Inheritance No Yes Case-by-case Case-by-case Yes

Reassessmen
t
Requirements Every 12 

months
Every 24 
months

24-month 
maximum G-

Cloud Contract

Contracts 
cannot exceed 5 

years

Basic reviews every 
12 months and full 

re-certifications 
every 3 years
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Summary of Procurement Models of the Case Studies
Case 
Study

Model Strengths Weaknesses

Australia

Marketplace

• A marketplace offers a centralized location for
procuring agencies to review cloud services with
and without pre-approvals or certifications.

• There is flexibility in how to add CSPs and their
cloud services onto a marketplace, how procuring
agencies can select and contract with a CSP, and
how to approach pricing and payments.

• Requires advanced e-
government
capabilities to create
and maintain an
online marketplace.

UK

Dubai

Japan Pre-
Approved 

List

• Lists of pre-approved CSPs offers procuring
agencies an easy way to locate secure cloud
services.

• Procuring agencies can engage in typical
procurements (such as Tenders) for cloud
services on the pre-approved lists.

• Procurements off the
pre-approved lists are
conducted on a case-
by-case basis,
meaning there are no
standardized contract
templates available.

South 
Africa

Top-Level 
Guidance

• Procuring agencies must abide by the DPSA’s
Determination and Directive.

• This system provides flexibility in procurement
methods for each agency.

• May result in
discrepancies in
security and service
standards across the
public sectors.
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Thank you! 




