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Presentation outline

* Why govern urban data?

* What is “Data Governance”?
* Scope & Principles

» Data Governance Program

* Examples

Data Storage
Cybersecurity

Data

Regulations Architecture

and policies
Data Accountability
Governance & Authority

Shared data &

Interoperability l
Data Quality

Privacy &
Rights Metadata

Data standards
& guidelines
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Smart city applications can improve some key quality-of-life indicators by 10 to 30 percent.

Commute time

V¥ 15-20%
Time spent interacting with
Disease burden healthcare and government
V¥8-15% V45-65%
Time and
Health convenience Fatalities
GHG emissions ¥8-10%
V10-15% Crime incidents
Water consumption v 30-40 %
V¥20-30% Environ- o N Emergency response
Unrecycled waste mueanl:tayl 4 48 : @ Safety time
v10-20% 9 o | ¥20-35%
Social

Cost of
living

connectedness and
civic participation

Citizens feel connected to ... Jobs Citizen expenditures
.. their local community Formal ¥ 1-3%
A15 percentage points employment

... their local A1-3%

government

A25pp.

SOURCE: McKinsey Global Institute analysis

Data from ICT and data sharing creates new
opportunities...
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. ... but the volume, variety and velocity of urban data

‘o creates new challenges...

g Different protocols, formats and structure >

Poor quality = Poor decisions > Lack of data sharing, interoperability and

Low trust = Low support

linking
ICT vulnerabilities = Increased security and Violation of citizens’ privacy rights - Risk of
safety risks exploitation - Low citizen trust & support
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"...poor data quality is costing organisations up to

$75 million on average. "

Gartner's 2017 Data Quality Market Survey

Example of consequences to inadequately address the
key challenges...

Top Reasons Why Analytics Is Not Used in

Informing Decisions
Sum of Top 3 Rank/Top Rank

1st Choice B Sum of Top3

Data Findings Conflict With Intended Coursa of Action I 32%
Poor Data Qualty T R S 32
Analysls Does Not Present a Clear Recommendation m 3%
Results of Analysis Are Not Actlonable :_ 20%
Declslons Are Driven by Our Trading/Promotional Calendar :_ 28%
Analysls Does Not Incorporate Different Sources of Data :_ 8%
Analyzing Data Takes Too Long :_ 27%
Analysls Doas Not Account for Business Context [ 3G 25%
Lack of Accass to Sales or CorversionData kNG 25
Analysis s Too Difficult to Understand :_ 20%

Other | 0%

None of the Above _ a%

0% 25% 50%

St 2020 Gt Mg Ot s s v Gartner
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Data Governance is about...

"...exercising authority and control (planning,
monitoring and enforcement) over the
management of data assets through formal
oversights of people process and technologies.”

Definition based on DMBOK

Authority &
Accountability

Collaboration
& FAIR*

Transparency
& Alignment

Data Governance

Support &
Clear
Processes

Quality
Assurance

Privacy &
Cybersecurity
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Define the scope and principles for data governance

W Establish the city’s maturity level to manage data and ICT

Use the Smart City Vision and goals for defining your data management goals and principles

J Decide on the appropriate scoping level for a data governance program

data!
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Hint: Start small but think big! Focus on
your master data or critical/sensitive
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.11~ Overall data governance principles, some examples...

. B

Balancing government involvement and Achieve public trust and engagement through
privatization. transparency and accountabllity.

X

Considering smart city project aims in Securing vulnerable ICT infrastructure against
connection to surveillance concerns and unintentional or deliberate misuse of urban
citizens' privacy rights. data.
®L
TO

Promote data sharing and collaboration.
| 1

01

Based on Johnsen et al (2022, J. L. & Mob. 1)
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An example of why citizen engagemen

- O

—— ) =

,
8%
~ K
3 \
v\w\ i |

— D
-0 O

o = ™ O ™

O v D e g—

D = g

4

i
-

|

Wk

,u.%zy_»%,“;
|
\

,11......1........._nﬂ.._

Q v e

— O o

— — ) v —

vy .:..

prles \“NI‘W‘AN_MA\ it
,//‘m ‘/.éw w,). A ed
TRV N

U
10
11

=

5

Y L
o 3

"l
SXs

-
[ — B ol — B4
[ Bl — ]

?ﬁﬁm
=

DATA GOVERNANCE AND SECURITY
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/k-labs-new-plan-for-toronto-s-smart-city '

Source: https.//www.bloomberg.comy/news/articles/2018-17-30/inside-sidewa

Quayside Smart City project by Sidewalk Labs. Toronto waterfront.



0

Setting up a data governance program for your smart
city project

®
—
®®®

Identify stakeholders, roles and responsibilities
for your smart city project

Identify and/or define data governance
principles, guidelines and standards for your
smart city project

i i

Ensure to make all relevant data governance Ensure to communicate and inform involved
resources available to all involved stakeholders stakeholders about data governance

| 1)
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~ Stakeholders and the ecosystem of the smart city

project

Key stakeholder groups
m

Civic

Authorities

O0~0
O
0=

Citizen &
Community

Smart
City
Project

Aca%emia

& Research

Private
Business &
Industry
Remember to balance
government involvement
& privatization

Establish your data governance

organization

"Executive”

Approves data governance program. E.g.,
advisory board of industry partners and
government representatives.

"Management”

Responsible for executing, planning, monitoring
and enforcing data governance. E.g,, city
planners, researchers, industry partners.

"Operation”

Implement, monitor and maintain data
governance. E.g., data management experts, data
stewards, data scientists, data architects.

Based on the Data Governance Framework by Fleckenstein & Fellows, Springer, 2018
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From principles to policies, guidelines and standards

An example of defining principles, guidelines,
policies and standards for data privacy

E.g, data privacy for the smart city project
shall comply with GDPR.

E.g, a data privacy team is responsible for the
planning and monitoring of the collection, use
and sharing of data on individuals.

Ensure that data on individuals is
collected, used and shared with

respect to their privacy rights.

PRINCIPLES

INFORMAL GUIDELINES
Eg, Inform individuals about the purpose
of collecting their data - and get their 10
consent before collecting information 1
about them. 11
Low maturity level > Lower degree of formality for data governance
01
* High maturiy lvel > Highe degree of formaly for cata governance 010
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Inform and educate stakeholders about the data

governance program

(@]

All relevant resources should be available to all
stakeholders working on the smart city project
— through an intranet or website depending on
the sensitivity of the information.

G

Inform, educate and train relevant stakeholders
about the data governance program.

®
—
®

®
®

Assign clear roles and responsibilities to
stakeholders in your smart city project for
planning, implementing, enforcing and
monitoring data governance.

i

0O
f‘(‘\’-\

Set up a process in which internal and external
stakeholders directly or indirectly involved or
affected by the project can address concerns
and provide feedback about the data and ICT.
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Conclusion(s)

Why govern urban data?

What is "Data Governance"?

Scope & Principles

Data Governance Program
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Thank you!

Dr. Donya Sheikh Khan
dskh@ramboll.dk
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