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Background 
Material

https://www.adb.org/sites/default/files/publication/801626/technologic
al-advances-financial-market-infrastructure-asean3.pdf

https://www.adb.org/sites/default/files/publication/801626/technological-advances-financial-market-infrastructure-asean3.pdf
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Agenda
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1. Six Key new techs for FMI

• Selection methodology

• Distributed ledger (blockchain) technology

• Artificial intelligence (AI)

• Big data analytics

• Cloud computing

• Cybersecurity

• (Open) application programming interface (API)

2. New techs in ASEAN+3 FMI

• DLT in ASEAN+3 FMI

• AI in ASEAN+3 FMI

• Big data analytics in ASEAN+3 FMI

• Cloud computing in ASEAN+3 FMI

• Cybersecurity in ASEAN+3 FMI

• (Open) API in ASEAN+3 FMI

3. New techs to RSI model under CSIF
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1. Six New Key 
Techs for FMI

Selection 
Methodology
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1. Six New Techs for FMI: DLT/Blockchain
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Basic concept: shared among participants, not centrally managed, 

unable to be reversed or changed, and validated by consensus.

Types: public permissionless, public permissioned, permissioned 

(consortium), and private permissioned (enterprise). 

DLT for payment and securities settlement systems: shared 

source of truth minimizes manual reconciliations and 

verifications, smart contracts automate processes, and 

asset tokenization improves asset liquidity.
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1. Six New Techs for FMI: Artificial Intelligence (AI)
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Basic concept: technologies inspired by how humans think and 

make decisions but operate in a different way than humans.

AI evolution and applications: AI-driven process automation 

has the potential to disrupt every industry and virtually every 

aspect of human life.
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1. Six New Techs for FMI: Big Data Analytics
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Basic concept: the process of identifying trends, and correlations 

in massive amounts of raw data to aid in making decisions.

Use cases: health care, communications service, finance, 

and businesses in general  (sales and marketing, new 

products, risk management, cybersecurity, and biz 

forecasting and management support).
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1. Six New Techs for FMI: Cloud Computing
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Basic concept: a model for

enabling ubiquitous, convenient, 

on-demand network access to a 

shared pool of computing 

resources such as networks, 

services, storage, and 

applications.

Service models: 
Infrastructure as a Service (IAAS) 
Platform as a Service (PAAS) 
Software as a Service (SAAS).

Deployment models:  public, 
private, community, and hybrid 
cloud.
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1. Six New Techs for FMI: Cybersecurity
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Basic concept: the discipline of 
defending key systems and 
sensitive data against digital 
intrusions.
Threats: malware, social 
engineering, APTs, (D)DoS 
attacks, man-in-the-middle 
attacks, SSL and TLS encrypted 
threats, zero-day attacks, insider 
threats, etc.
Segment:  network, application, 
data, cloud, operation, infra and 
database, BCP, end-user 
education.

Practices and techs:  IAM, 
behavioral monitoring, MDM, 
endpoint detection and response, 
FIM, IDS / IPS, unified threat 
management, SIEM, sandboxing.
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1. Six New Techs for FMI: (Open) API
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Basic concept: a collection of instructions that define how one 

application communicates and interacts with another. It can be 

tailored to a specific pair of systems or can be a shared standard 

that enables interoperability across multiple systems.

API-powered digital transformation: APIs facilitate 

businesses’ symbioses by enabling developers to quickly 

access and integrate digital resources stored in disparate 

infrastructures.

Notable application cases include i) increased SAAS use and 

hybrid cloud adoption, ii) microservice architectures and 

DevOps, iii) Service systems in finance sector such as open 

banking, open finance, or embedded finance (Banking as a 

Service, BAAS), and iv) AI-powered API security.

Types: public or open APIs, private or internal APIs, partner APIs, 

and composite APIs.

Architectures and protocols: needed to standardize data 

exchange between applications and seamlessly communicate 

with each other.

The most common types of API protocols include i) 
representational state transfer (REST), ii) remote procedural call 
(RPC), and iii) simple object access protocol (SOAP).
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2. New Techs in ASEAN+3 FMI: Overview (1)
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▪ Based on a 2021 CSIF member (12 CSDs and 13 central banks in ASEAN+3) survey

▪ 20 out of 25 members (80%, 8 CSDs and 12 central banks) responded to the survey
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2. New Techs in ASEAN+3 FMI: Overview (2)
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2. New Techs in ASEAN+3 FMI: Overview (3)
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2. New Techs in ASEAN+3 FMI: DLT/Blockchain
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2. New Techs in ASEAN+3 FMI: AI
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2. New Techs in ASEAN+3 FMI: Big Data Analytics
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2. New Techs in ASEAN+3 FMI: Cloud Computing
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2. New Techs in ASEAN+3 FMI: Cybersecurity
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2. New Techs in ASEAN+3 FMI: (Open) API
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3. New Techs to RSI Model under CSIF

21

▪ All six technologies can also be deployed to the CSD-RTGS linkages model, an RSI model in ASEAN+3. 

▪ In the short term, DLT combined with open APIs, cloud computing, latest cybersecurity techs.

▪ In the long term, AI and big data analytics can also be implemented as needed.

▪ As a first step in exploring new technologies for the RSI model, the CSIF Secretariat at ADB is engaged in 

an experimental POC project redesigning the current CSD-RTGS linkages model using DLT.
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Thank you.

Byung-Wook (Andrew) Ahn

bahn@adb.org
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