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What's the Umbrella concept
Align business goals & objectives

Develop an effective governance framework

Manage that governance framework




The Umbrella Analogy

If it isn’t all there, it’s just not effective.
So, how do we manage that ...




Align business goals & objectives

Businesses cannot Write a
. business case
operate without if needed
security..
Business &
Security

And security's goal is to
enable safe business

operations.

Alignment

-

Create a
steering
committee &
charter
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Develop an effective governance framework

Let the organization know what is required of them

e Step 1 Consult relevant security framework Third-party

Security
e NIST V1, ISO 27001 Requirements

Step 2 Incorporate security requirement in e 2 e -
project stages Y1
Business

e Plan . ) o \ Busines
e Security Guardrails Securlty
e Cloud Risk & Adoption Framework Guardrails

e Analysis & Design

* Build

e Test

e Deploy (SLTO)

Authentication

and
Authorization

Data Storage
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Develop an effective governance framework

Once it’s live, it can't be forgotten...

= Regular control assessments

PLANNING EXECUTING OPERATION

— Hyg|ene praCt|CeS Pre-production | Production

Key rotation & management T T o 2

[ ]
. ‘ 2. Cloud Risk Assessment 1. Security Architecture and Design 6. User Access Management ‘ 7. Source Code Review ‘ ’ 11. Configuration Review ‘ A. CAB (Change Control)
o ACCGSS reviews Review « Enrollment to myAccess — B. Firewall Review
- ) * Enroliment to PAM 8. Web App Vuinerability - ratchi Yunerabilty ‘ C. Log Management
o . ape ’ 4. Authentication Requirements ‘ (Privileged Access Revi Review D. Patch Management
PatC h | n g & \ u I n e ra bl | Ity Management) erew 13. Endpoint Detection ‘ E. Vulnerability Management
. . ) . ’ 5. Resiliency/ DR Requirements ‘ ‘ 3. Penctration Test ‘ and Response F. Password Management
° Secure Code training : ) ) G. UserAccess Review
Configuration & firewall rule review [5 o0 g g | 10 muitandloggng | | Do oo oo
o Restoration
. - - 15. Database Activity . -
* Backup and restoration b | Monfoing | | L e
’ 16. Dev/Test Clean-up ‘ J. Security Incident Response
K. Data Center Security
L. Performance Monitoring
Incidents management y 4 » 4 A 4

’ 17. Operating Risks ‘ Link to SLTO Template

e Change board
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That’s all folks ....
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Cyber Security in the Project Life Cycle

INITIATING

PLANNING

OPERATION

Security
Guardrails Othe.r R
Security >
Policies Securiy
Secure a Routine security Awareness
Coding training for and SLTO
Guideline Q developers training
S0& i
BC - . . Applicable tp cloud o - 't
Security requirement is based solution before o egular security
» budgeted contracting the vendor Ensures security 5 compliance 5

0.0 =

S Ta ARC
Security architecture is
considered

Is it an attestation system?
What's the data classification?

Does the system hold or process PIl ?

performed

requirements are

v

®_® = Various

C) -
HLSD ...‘iﬂ Teams

Security architecture

7 &resiliency is
appropriate and
adequate

0o .0 =
om v
s%a ¥~ B

SLTO is complete

[ )
. 1
O™ Team AIA nvolvement

S With Security a Policy or Security —>
a Activity Document Period

Guideline Document | )

Acronyms. BC - Business Case. IWG - Investment Working Group. ARC - Architecture. CRA — Cloud Risk
Assessment. HLSD - High Level Solution Design. SLTO - Security License to Operate. CAB — Change Advisory Board.
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Security Guardrails

/What the vendor do to ensure their security
controls
* Respond to our cloud risk assessment (CRA)

How users log in and obtain their rights
* Single-sign-on (SSO)
* Integration with ADB’s IDM (MyAccess)

* Provide third party audit reports (SOC 1 Third-party Authentication « Multi-factor authentication
and/or SOC 2, security test reports) Security and * Fine-grain authorization

Authorization

* Knowledge of secure coding
e 0 o
[ |
ey
Infrastructure e processes

V Connect to ADB through jump host
and Network —_— o e * Maker-checker controls in key processes (e.g
S : ) Controls disbursements)
— ecurity

Architecture
* Transaction signing for critical transactions
(e.g. for fund disbursement)

How the infrastructure is built and maintained
* Integration with ADB’s HIP

* Resiliency, BC/DR requirements

* Segregated environments (Dev, test, prod)

* Patches and updates

Guardrails

© £

Monitoring Data

and Auditin Transmission
How do we know if something goes wrong Data Storage
* Integration with ADB’s Security Incident &
Event Monitoring (SIEM- QRadar)
* Alert and notification \

* Regular security testing of their product Requirements J
Security controls in relation to specific business}

* Encryption of communication channels
* |P whitelisting

* Encryption of data
* Management of encryption keys

How data is transmitted between systems J

( How data is stored in systems
* Availability of reports, audit trails

Link to the guardrails is here



https://asiandevbank.sharepoint.com/:w:/t/org_itsrm/EW6FslaQlNVCnEM0AXWs_xsBwr5sKD_Ti7thOLpuMXZH1A?rtime=3X6lk_nu1kg

Security License To Operate (SLTO)

PLANNING EXECUTING OPERATION

Pre-production | Production

I 2. Cloud Risk Assessment | | 1. Security Architecture and Design | | 6. User Access Management 7. Source Code Review 11. Configuration Review A. CAB (Change Control)
Review » Enroliment to myAccess _ B. Firewall Review
o ' * Enrollment to PAM 8. Web App Vulnerability 12. EatCh/ Vulnerability C. Log Management
4. Authentication Requirements (Privileged Access Bl Review D. Patch Management
Management) 13. Endpoint Detection E. Vulnerability Management
5. Resiliency/ DR Requirements 3. Penetration Test and Response F. Password Management
Secure Code training ' _ , G. UserAccess Review
9. Data Masking Requirements 14. Audit and Logging H. Data Backup and
= Restoration
10. Session Recording ,1\/|5' patgbase Al |. Annual Business Continuity
Requirements onitoring Testin
g
16. Dev/Test Clean-up J. Security Incident Response
K. Data Center Security
Issues Issues Issues L. Performance Monitoring

\ 4 v

| 17. Operating Risks |

Link to SLTO Template
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https://asiandevbank.sharepoint.com/:w:/r/teams/org_itsrm/_layouts/15/Doc.aspx?sourcedoc=%7Bd39ca2f4-4a4e-47de-9a3c-f4897d1b8609%7D&action=default&wdLOR=c4961E67F%2DF2B0%2D46D4%2D8591%2D2EF9813F0FC6&cid=284af359-51eb-4c69-a4f0-5b32fa830e88

