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1. Introduction 

• Formally named ‘Epidemic Investigation Support System(EISS)’ 

• Developed through the application of Smart City technologies to collect, process  
and analysis a huge volume of urban data 

* ‘Epidemic Investigation’ is basic activities that need to be done to prevent the spread of COVID-19  
 as per ‘the Act on the Prevention of Infectious Diseases’ 

• A system enabling the automation of the epidemiological investigation process  

COVID-19 SMS 
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* SMS's urban data was developed from Smart City Data Hub Platform of Korea National Strategic Smart City Program,  
 which is managed by Smart City Innovation Growth Engine Project Division of KAIA. 



 

 

Korea National Strategic Smart City Program (NSSC) has 

launched for the purpose of developing standardized 

Open Data Hub Architecture which will be the common 

bases to apply transparent and shared administrative 

services and facilitate digital economy.  

 

 Duration : 2018 ~ 2022 

 Total Amount of Budget : Approx. US$ 120 million 

 Participants : more than 120 organizations with  

approx. 1,200 research members  

 Competent Ministries : Managed by MOLIT / Supported by MSIT 

 

1. Introduction 
National Strategic Smart City Program 
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2. Key Functions of SMS 

Operating Structure 
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Analysis Process 

2. Key Functions of SMS 

Automatic analysis is conducted as to the movement 

routes and contact tracing of the cases investigated 

Movement routes are confirmed after review by 

epidemiological surveyors 

Analysis on the Source of Infection Analysis on the Transmission Network of Infection 

1 2 

3 4 
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Information Request Process 

2. Key Functions of SMS 

System 

System System 

System 

Letter Letter 

Letter Letter 

Before After 
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3. Implications _ Advantages of SMS 

Large-scale Transmission Before & After 

※ Paperwork and contacts needed amongst 28 organizations  
      supporting KCDC have been replaced with the automatic system. 
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3. Implications _ Key Factors and Suggestion 

• IT Infrastructure w/ Smart City 

- Analyzing credit card history data and  

location information by Smart City Data Hub 

- Actively developed other IT-based applications like  

Self-diagnosis App and Self-quarantine Safety APP 

• e-Government System 

- Support 28 agencies to work together 

Digital Technology Medical System 

Social Consensus 
 

• 3T (Testing – Tracing – Treatment)  

-  Testing & Tracing : Confirmation of diagnosis  

 and classification of mild and severe patient 

-  TREATMENT by classification : Asymptomatic and  

 mild patient to Living Treatment Center, 

 severe patient to national designated hospital 

Contactless (aka un-tact) diagnosis such as remote 

medicare and walk-thru testing protected medical 

staff from infection 

• Lessons learned from MERS in 2015 

- Raised the public’s awareness of safety and  

  personal information use 

- Gave experience to administrative bureau  

  and medical staff 

Regulatory Foundation 

• Personal Information Use 

- the Infectious Disease Control and Prevention Act 

- Strictly cautious to use personal information 

• Universal Coverage of National Health  

Insurance 
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Be prepared by developing IT infrastructure to use 

the data and  protect safety of the nationale 



3. Implications  _ Other ICT Using Cases 

• Temporarily permitted telemedicine  

at Living Treatment Center via video  

calls with patients’ smart phones 

Remote Medicare 

• Minimize infections while maximize daily  

testing capacity  

Walk-thru Testing 

Self-diagnosis APP Self-quarantine Safety APP 

• To monitor inbound travelers effectively  

(Installation required) 

• To monitor confirmed patients’ conditions  

(Installed voluntarily) 

< for Assigned Case Officers > < for Self-quarantined Patients > 

Source: The Government of the Republic of Korea,  How Korea responded to a pandemic using ICT Flattening the curve on COVID-19 (Apr. 15, 2020) 
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Appendix (1) COVID-19 SMS FAQs 

As the number of confirmed cases of a novel coronavirus (COVID 19) increased in Korea, the need 
to digitize epidemic investigation activities (e.g. communications between agencies, exchanges of 
documents, digitization of handwritten documents, etc.), mandated under the Infectious Disease 
Control and Prevention Act became essential. 
 
The case for building a digital platform for these activities grew even stronger as large outbreaks in 
several local regions overwhelmed the health officials responsible for contact tracing, leading to, in 
some cases, delays in their response. 
 
Recognizing this demand, Ministry of Land, Infrastructure and Transport (MOLIT) of Korea 
proposed repurposing the City Data Hub System, an urban data management platform under 
development as part of the national smart city R&D program, to carry out these tasks more 
efficiently. 
 
After the proposal was made on February 26, a prototype platform was created on March 1, which 
proved its applicability to epidemic response. The official development of the platform started 
from March 9, which included setting-up of the coordination network among relevant agencies as 
well as the government guideline on personal data protection. After a ten-day pilot operation 
period from March 16 to 25, the data platform was introduced into service from March 26. 
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The data platform helped strengthen Korea’s response to COVID 19 in three ways. 
 
First is streamlining of the administrative process required for personal data request. The 
conventional way of acquiring personal information for contact tracing involves a health official 
seeking separate permissions from all the authorities and companies holding the information. By 
bringing all the relevant parties (KCDC, National Police Agency, Credit Financial Association, 22 
telecommunications companies, three credit card companies) to one place, the platform makes this 
process less bureaucratic and less time-consuming. To reduce the response time further, text 
message alerts are sent to relevant officials or company personnel as the process moves to each 
phase. Overall, it results in cutting the time to complete the data analysis process from 24 
hours to less than 10 minutes.  
 
Second, the data platform strengthens personal data protection. Access to the personal 
information kept in the platform is strictly limited and the system logs all the access records. 
 
Third, the big data analysis provides inputs for timely government interventions and swift response 
to the disease. 

Appendix (1) COVID-19 SMS FAQs 
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Personal information stored in the platform includes location information provided by three 
telecommunications companies and credit card transaction records provided by 22 credit card 
companies. Any collection of the information is performed in full compliance with the Article 76-2 of the 
Infectious Disease Control and Prevention Act.  
 
Before data collection, however, a health official in charge of a confirmed/highly suspected case carries 
out an interview to confirm basic facts about the person and notify and inform about the data collection 
to be conducted. Also, it is during this stage the official makes a professional judgement on whether 
additional information should be gathered, which usually involves cases of uncertain infection dates or 
patients with imperfect memory. 
 
Following a notification is given to the patient, the process for seeking permission to gain access to 
personal information begins. For location information, KCDC asks for a permission from the National 
Police Agency, which upon granting the permission, makes a formal request to three 
telecommunications companies. For card transaction information, permissions are granted by the Credit 
Financial Association, which extends its request to credit card companies. 

Appendix (1) COVID-19 SMS FAQs 

13 



When it comes to location data provision, the National Police Agency serves as an intermediary 
between KCDC and telecommunications companies. The data platform streamlines this 
coordination process by introducing a system where each data request is processed digitally in 
the platform from KCDC asking for a permission from the National Police Agency, the National 
Police Agency granting the permission and relaying the request to telecommunications 
companies to the companies’ providing relevant information. This integrated approach cuts 
phone calls and paper works between the entities dramatically. 
 
To minimize delays, an alert goes out to a relevant entity in charge of each phase of the process, 
either via the platform or text messages.  
 
The platform also reduces the risk of unnecessary exposure of personal information by altering 
the data provision process in a way where the telecommunications companies send the 
information to the end-user, KCDC, directly, leaving more time for response. 
 
But streamlining does not mean bypassing the due process. Seeking permits from the National 
Police Agency and due procedures for information request will be administered in accordance 
with relevant laws and regulations. 
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The Article 76-2 of the Infectious Disease Control and Prevention Act gives the health 
authorities the mandate to use personal information for infectious disease control. 
 
The Act was revised in July 2015 after the outbreak of MERS in the same year, which raised the 
public’s awareness on the necessity of personal information use for containment of infectious 
disease. 
 
But the Act presents the list of the disease that allows such a practice. 

Access to personal information stored in the platform is strictly managed. Under the current 
set-up, only the KCDC officials and local government health officials in charge of contact 
tracing have access to the personal information and big data analysis produced by the platform. 
As for the National Police Agency, telecommunications companies and credit card companies, 
their access is limited to only the information they provided. Access by other government 
ministries or agencies are denied. 
 
When MOLIT transferred the data platform to KCDC, it revoked all of its temporary access active 
during pilot operation. 
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All activities on the platform will be conducted in full compliance with relevant laws, regulations 
and due process. (Refer to No. 4) 
 
Data collection under the platform is limited to confirmed cases or highly suspected cases and 
requires notification to the affected people prior to collection. All the personal information 
gathered will be anonymized to avoid the risk of identity exposure. 
 
Above all, the data platform is a temporary measure put in place to cope with COVID 19. 
The system as well as all the personal information stored will be deleted upon completion of the 
official response to the disease. 

Access to the data platform is limited only to the KCDC officials and local government health 
officials in charge of contact tracing. 
 
Officials need the access to personal information (location information, credit card transaction 
records) to correlate the data with the interviews they conducted with the patients and to 
produce reliable contact tracing results. What the general public can see is the final, 
anonymized contact tracing results released by their local governments. 
 
To prevent data breach, the platform runs on a virtual private network. 
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Smart city enables its citizens to enjoy a better quality of life through sustainable development 
and improved urban management. The key to this is a suite of information and communication 
technologies which collect, analyze and manage information from across the city. 

1. Overview _ Smart City 
Appendix (2) Korean National Strategic Smart City Program 

Definition of Smart City 
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Smart city covers all the facilities composing of cities and 
personal & social activities 

Areas of Smart City 

1. Overview _ Smart City 
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Smart transport, smart water management, smart energy management,  
smart building, and smart governance.  

Smart City Components 

1. Overview _ Smart City 
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Data-centric smart city aims to resolve urban problems and ensure sustainable growth, 
eventually accomplishing a robust digital economy through its spread-out.  

 

Data-Centric Smart City 

1. Overview _ Smart City 
Appendix (2) Korean National Strategic Smart City Program 
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2. Korea Smart City R&D Activities 

Smart Cities in Korea 
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2. Korea Smart City R&D Activities 

Research Consortia 
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Conceptual Design 

3. Implementation of Smart City 
Appendix (2) Korean National Strategic Smart City Program 
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Technology development for data & AI-driven smart cities and Demonstration to existing cities 
(Daegu & Siheung) 

 

Project Alliances within NSSC 

3. Implementation of Smart City 
Appendix (2) Korean National Strategic Smart City Program 



 

• Daegu City : Transport, Safety and Urban Management  
• Siheung City : Environment, Energy and Social Welfare Living Lab  

 

Demonstration to Existing Cities 

3. Implementation of Smart City 
Appendix (2) Korean National Strategic Smart City Program 
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Final Model of NSSC (2018~2022) 

3. Implementation of Smart City 
Appendix (2) Korean National Strategic Smart City Program 
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Contacts 

• Dr. Sanghoon Lee (Managing Director of KAIA) 

- e-mail : shlee3324@kaia.re.kr 

- Office : +82-31-380-6410 

- Mobile : +82-10-9021-1512 
 

• Dr. Daeyeon Cho (Chief Director for NSSC R&D Program, KAIA) 

- e-mail : doholcho@kaia.re.kr  

- Office : +82-31-380-6301 

- Mobile : +82-10-3772-3919 
 

• Yoo Choi (Research Manager, KAIA) 

- e-mail : yoochoi@kaia.re.kr  

- Office : +82-31-380-6380 

- Mobile : +82-10-5215-8489 
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