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1. Introduction

1. Introduction

COVID-19 SMS

* Formally named ‘Epidemic Investigation Support System(EISS)’

* ‘Epidemic Investigation’ is basic activities that need to be done to prevent the spread of COVID-19
as per ‘the Act on the Prevention of Infectious Diseases’

* A system enabling the automation of the epidemiological investigation process

* Developed through the application of Smart City technologies to collect, process
and analysis a huge volume of urban data

* SMS's urban data was developed from Smart City Data Hub Platform of Korea National Strategic Smart City Program,
which is managed by Smart City Innovation Growth Engine Project Division of KAIA.

COVID-19
SMS

Official
Launch
26 March

Pilot
Operation
16 March

developed
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1. Introduction

National Strategic Smart City Program ——— B
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Key Functions of SMS
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Key Functions of SMS
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~. Key Functions of SMS
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1. Introduction

3. Implications _ Advantages of SMS
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3. Implications
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3. Implications

Implications _ Key Factors and Suggestion

* IT Infrastructure w/ Smart City 3T (Testing — Tracing — Treatment)
- Analyzing credit card history data and - Testing & Tracing : Confirmation of diagnosis
location information by Smart City Data Hub and classification of mild and severe patient
- Actively developed other IT-based applications like - TREATMENT by classification : Asymptomatic and
Self-diagnosis App and Self-quarantine Safety APP mild patient to Living Treatment Center,
* e-Government System severe patient to national designated hospital
- Support 28 agencies to work together m) Contactless (aka un-tact) diagnosis such as remote
B Be prepared by developing IT infrastructure to use medicare and walk-thru testing protected medical
the data and protect safety of the nationale staff from infection

* Personal Information Use

Lessons learned from MERS in 2015

- the Infectious Disease Control and Prevention Act _Raised the public’s awareness of safety and

- Strictly cautious to use personal information

personal information use

* Universal Coverage of National Health - Gave experience to administrative bureau

Insurance and medical staff
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3. Implications _ Other ICT Using Cases
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Appendix (1) COVID-19 SMS FAQs

As the number of confirmed cases of a novel coronavirus (COVID 19) increased in Korea, the need
to digitize epidemic investigation activities (e.g. communications between agencies, exchanges of
documents, digitization of handwritten documents, etc.), mandated under the Infectious Disease
Control and Prevention Act became essential.

The case for building a digital platform for these activities grew even stronger as large outbreaks in
several local regions overwhelmed the health officials responsible for contact tracing, leading to, in
some cases, delays in their response.

Recognizing this demand, Ministry of Land, Infrastructure and Transport (MOLIT) of Korea
proposed repurposing the City Data Hub System, an urban data management platform under
development as part of the national smart city R&D program, to carry out these tasks more
efficiently.

After the proposal was made on February 26, a prototype platform was created on March 1, which
proved its applicability to epidemic response. The official development of the platform started
from March 9, which included setting-up of the coordination network among relevant agencies as
well as the government guideline on personal data protection. After a ten-day pilot operation
period from March 16 to 25, the data platform was introduced into service from March 26.
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Appendix (1) COVID-19 SMS FAQs

@2 Benefits of the data platform?

(' The data platform helped strengthen Korea’s response to COVID 19 in three ways.

First is streamlining of the administrative process required for personal data request. The
conventional way of acquiring personal information for contact tracing involves a health official
seeking separate permissions from all the authorities and companies holding the information. By
bringing all the relevant parties (KCDC, National Police Agency, Credit Financial Association, 22
telecommunications companies, three credit card companies) to one place, the platform makes this
process less bureaucratic and less time-consuming. To reduce the response time further, text
message alerts are sent to relevant officials or company personnel as the process moves to each
phase. Overall, it results in cutting the time to complete the data analysis process from 24

hours to less than 10 minutes.

Second, the data platform strengthens personal data protection. Access to the personal
information kept in the platform is strictly limited and the system logs all the access records.

Third, the big data analysis provides inputs for timely government interventions and swift response
to the disease.

12
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@3 Operation procedure of the data platform? — E}

@ Personal information stored in the platform includes location information provided by three
telecommunications companies and credit card transaction records provided by 22 credit card
companies. Any collection of the information is performed in full compliance with the Article 76-2 of the
Infectious Disease Control and Prevention Act.

Before data collection, however, a health official in charge of a confirmed/highly suspected case carries
out an interview to confirm basic facts about the person and notify and inform about the data collection
to be conducted. Also, it is during this stage the official makes a professional judgement on whether
additional information should be gathered, which usually involves cases of uncertain infection dates or
patients with imperfect memory.

Following a notification is given to the patient, the process for seeking permission to gain access to
personal information begins. For location information, KCDC asks for a permission from the National
Police Agency, which upon granting the permission, makes a formal request to three
telecommunications companies. For card transaction information, permissions are granted by the Credit
Financial Association, which extends its request to credit card companies.

d ™
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Appendix (1) COVID-19 SMS FAQs

When it comes to location data provision, the National Police Agency serves as an intermediary
between KCDC and telecommunications companies. The data platform streamlines this
coordination process by introducing a system where each data request is processed digitally in
the platform from KCDC asking for a permission from the National Police Agency, the National
Police Agency granting the permission and relaying the request to telecommunications
companies to the companies’ providing relevant information. This integrated approach cuts
phone calls and paper works between the entities dramatically.

To minimize delays, an alert goes out to a relevant entity in charge of each phase of the process,
either via the platform or text messages.

The platform also reduces the risk of unnecessary exposure of personal information by altering
the data provision process in a way where the telecommunications companies send the
information to the end-user, KCDC, directly, leaving more time for response.

But streamlining does not mean bypassing the due process. Seeking permits from the National

Police Agency and due procedures for information request will be administered in accordance
with relevant laws and regulations.
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@5 Legal basis for use of personal information?

The Article 76-2 of the Infectious Disease Control and Prevention Act gives the health
authorities the mandate to use personal information for infectious disease control.

The Act was revised in July 2015 after the outbreak of MERS in the same year, which raised the
public’s awareness on the necessity of personal information use for containment of infectious
disease.

But the Act presents the list of the disease that allows such a practice.

@@ Access to the data platform? - E ‘

( Access to personal information stored in the platform is strictly managed. Under the current
set-up, only the KCDC officials and local government health officials in charge of contact
tracing have access to the personal information and big data analysis produced by the platform.
As for the National Police Agency, telecommunications companies and credit card companies,
their access is limited to only the information they provided. Access by other government
ministries or agencies are denied.

When MOLIT transferred the data platform to KCDC, it revoked all of its temporary access active
during pilot operation.

15
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@
07 measures for personal information protection? — \ /| (&

o All activities on the platform will be conducted in full compliance with relevant laws, regulations
and due process. (Refer to No. 4)

Data collection under the platform is limited to confirmed cases or highly suspected cases and
requires notification to the affected people prior to collection. All the personal information
gathered will be anonymized to avoid the risk of identity exposure.

Above all, the data platform is a temporary measure put in place to cope with COVID 19.
The system as well as all the personal information stored will be deleted upon completion of the
official response to the disease.

@ Public access to the data platform?

@ Access to the data platform is limited only to the KCDC officials and local government health
officials in charge of contact tracing.

Officials need the access to personal information (location information, credit card transaction
records) to correlate the data with the interviews they conducted with the patients and to
produce reliable contact tracing results. What the general public can see is the final,
anonymized contact tracing results released by their local governments.

To prevent data breach, the platform runs on a virtual private network.
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Appendix (2) Korean National Strategic Smart City Program
1. Overview _ Smart City

Definition of Smart City

Smart city enables its citizens to enjoy a better quality of life through sustainable development
and improved urban management. The key to this is a suite of information and communication
technologies which collect, analyze and manage information from across the city.

GOALS EXPECTATIONS ENABLERS OF SMART CITY
LIVABILITY SMART COMPUTING TECHNNOLOGIES
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INTEROPERABILITY / COLLABORATIVE
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™ s 2014
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ACCORDING TO SOCIETAL CHANGE = __a

BENEFITS OF SMART CITY
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1. Overview _ Smart City

Areas of Smart City

Smart city covers all the facilities composing of cities and
personal & social activities

Infrastructure

Living & Health Care

Mobility

I —
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1. Overview _ Smart City

Smart City Components

Smart transport, smart water management, smart energy management,
smart building, and smart governance.

SMART
ClTY

COMPONENTS )
SMART GOVERNANCE SMART TRANSPORT
Governance system to provide new Transportation systems to lower
affordance for citizen engagement in environmental impact, and fo
a city as a platform reduce the cost of congestion
SMART BUILDING SMART ENERGY MANAGEMENT SMART WATER MANAGEMENT
Building management system to Electrical grid system to achieve Water production and distribution
make building greener and smarter efficiency, sustainability, and system to efficiently manage the
reliability through the entire increase in water demand 20

electricity network



Appendix (2) Korean National Strategic Smart City Program
1. Overview _ Smart City

Data-Centric Smart City

Data-centric smart city aims to resolve urban problems and ensure sustainable growth,
eventually accomplishing a robust digital economy through its spread-out.

Internet City Legacy System Integration Service
of Things (U-city, loT) (Date Hub) Registration
: Data
Machines
Management
& Equipment ﬂ
ACTION %(a
Identity Security
1
Citizen & DATA VERIFICATION Data Quality
Business . Control
Devices
Data New City . . -
Service Visualization
Markets Apps Discovery

Urban Problems

Congestion, Disaster, Criminal, Civil Complaint etc

Digital Technology

10T, Big Data, AL, Mobile,

Sustainable Growth Geospatial Information
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Korea Smart City R&D Activities

U-City

A city where ubiquitous
services are provided
through ubiquitous city

infrastructure using

ubiquitous city technologies % .gi

U-ECO City cionin
A city that promises to
provide an environmentally
friendly urban milieu . .
with advanced ubiguitous
infrastructures and services
for residents and visitors .

K-Smart City
A customized city that employs
ICT technologies to solve a variety

of urban problems services are @ u-City Project _
provided through ubiquitous city . @ (o Project
infrastructure using ubiguitous @ Ssmart Grid Project

aty technologies
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Korea Smart City R&D Activities
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3. Implementation of Smart City

Smart Transportation

Smart Administration
Smart Energy Smart Environment

Smart People

Smart Welfare

1 st Smart City Model and Base
Technology

Open Data Hub
Architecture

(© SMART CITY —

Service
(Use Case, Living Lab)

Massive loT Digital Twin

Citizen-centric Service Enhancement
(Use Case Model)

(© SMART CITY —o

Mobility Safety City Data Hub

Administration

Technology Innovation & Business
Intelligence (Living Lab Model)

(© SMART CITY —o
Environment Energy Welfare City Infrastructure
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3. Implementation of Smart City

Technology development for data & Al-driven smart cities and Demonstration to existing cities

(Daegu & Siheung)
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Implementation of Smart City

e Daegu City : Transport, Safety and Urban Management
* Siheung City : Environment, Energy and Social Welfare Living Lab

Use-case demonstration for advanced services Living lab demonstration for business models
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3. Implementation of Smart City
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