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I Presentation Overview

Problem Statement

Development of Global e-GP Architecture using Blockchain

Way forward
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Context...... ... Diffusion of Innovations Model

Adoption Status of e-GP as on August 2018
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Adoption of e-GP will be all pervasive in the near future




Problem Statement



Problem Statement — Key problems

Verification of Bidders’ Experience

e Need to manually verify work experience certificates.
Complex in international transactions.

¢ L ack of a mechanism to interlink award of contracts
published online in multiple e-GP systems

e Though bids are submitted online in e-GP systems,
Bidders submit Bank Guarantee in manual format,
especially when BG is submitted from a foreign Bank

e Verifying authenticity of Bank guarantees




Problem Statement — Key problems

Contract awarded to overloaded supplier

e Supplier already overloaded with work is awarded more
contracts

e Did the supplier execute the work in a timely manner
e Does a procuring entity make payment in time

e Quality rating of supplier /[ procuring entity




Vision for the Global e-GP Architecture

To ensure data level interoperability for the development of:

* A de-duplicated Global Database of vendors

* An authenticated Global online repository of vendors’
Experiences

* E-Performance Bank Guarantees submission in a Distributed e-GP
System environment




The Value of Blockchain Technology to
Establish a Trusted Network

Vendor/Servic
e Provider

A temper-proof shared ledger " Client ) Other
where records cannot be changed or removed by Ministry/Agency Im gegg‘ggn
adversarial third parties. ‘\ .

All network participants agree on
the rules to create, validate, and accept
transactions.

g Development

Network participants own a . /  Partners
duplicate copy of the ledger, which ensures them wea
with real-time access to all transaction data.

End
UN/MDB Beneficiary

A Shared or Distributed Ledger of e-GP transactions gets developed when e-GP
systems publish transaction data in a standardized format confirming to
prescribed protocols, which is verified and then added as authentic record in the
Shared Ledger based on a de-centralized consensus mechanism.




Global Identification (GID) of Actors

E-GP Systems

Vendors

Commercial Banks

It is proposed to build the e-GP Blockchain network on top of the existing couple of
hundred e-GP systems located worldwide.

The identity of e-GP systems has to be verified and then a unique Blockchain Network ID
will be issued.

Each system in the e-GP Blockchain network will be issued a private-public key pair
generated from a central Public Key Infrastructure (PKI) server established specifically
for the Blockchain network.




Blockchain Basics — Creation of a Block

Initiate appending a
new block of
transactions to the
Blockchain

A block of transaction
is added to the
Blockchain

Transaction reported
by authenticated users

One miner wins the
right to add a block to

the blockchain

Transactions waiting to
be validated

Miners validate
transactions

A chain of blocks makes a Blockchain

There can be multiple Blockchains. E-
GP Blockchain, Bank Guarantee
Blockchain and so on, depending on
the transactions reported



Blockchain Basics — PKI Server

Private-public key pair
issued to systems and
users

URL to afile (e.g. BG)

can be included in the

transaction. Thus, files
can be uploaded

Transactions are
digitally signed and
reported

Authenticity of the
transactions can be
verified by any
interested party

Content to be signed is
hashed. A hash of the
content is signed.




Supplier GID Creation

Overview of Supplier GID Creation Process

GID not created

e-GP System Supplier Name | SupplierlD | GID
e-GP System A24 DEF Limited 1212 7
e-GP System A24 MYZ Limited 1213 7
e-GP System A24 MYZ Limited 1214 7
e-GP System A19 LMM Limited 1518 ¥
e-GP System Al19 XY¥Z Limited 7979 T

XYZ Limited has duplicated Supplier IDs

‘ Pull Relevant GID from e-GP Blockchain }

DEF Limited (1212)

‘ E-GP Blockchain Server

After creation of GID

e-GP System Supplier Name | Supplier D | GID
e-GP System A24 DEF Limited 1212 54321
e-GP System A24 X¥Z Limited 1213 55256
e-GP System A24 X¥Z Limited 1214 55924
e-GP System Al1S LMM Limited 1518 54627
e-GP System Al19 XYZ Limited 7979 54548

XYZ Limited has duplicated GIDs
2B
Central PKI Server 3
e-GP Blockchain

Request
GID

| da [z i
| —— e-GP System A19 },—
I A4 |
& |

Generate GID

Y

Y

Transaction

v

added

Transaction pool

} Pull Relevant GID from e-GP Bl

Request for GID creation comes from e-GP Systems

As the e-GP Blockchain server doesn’t undertake any verification of user identity, a

user with multiple user IDs in the source e-GP system will get a GID for each user ID it

has in the e-GP system.




De-Duplication of GID

Modification of Supplier's GID

X¥Z Limited (1213} in &-GP System A24
venficaticn Verification check 2 Verification check 3
ks

a Logs into &GP Velidatez ownership - Validstes ownership of
system of G'D 33824 > GID 33238
|0-GP System A24
[FBased)

: &
’B’ Request to moaty GID
Updste GID of X¥2 _r e-GP System A24 9 y
. Limited to GID 33236 = 33524 to GID 39236
As ?

Yez
LGP Blockchan Server 4l
Transaction pool
W
{ 21 3 veritizatia
— successtul
=
R
No
Regquest
| &P Dockchein s wancelied
P | ‘
L2 Aann
| 8 3 3 &
za®8




Overview of the Software Required

Bank ‘ e-GP System ‘

N

Transaction pool

Mining Client
Operated by
E-GP Systems?

e-GP Blockchain

Verification Nodes — Any Interested Pa

=

Central Blockchain

Software
=

| Identity
| Management

| Central PKI

Server

|
‘\\ /‘\/F

/
Internet <

=2 w’""‘ﬁ\\'ﬂl

Messaging
System

i
\‘“\?J\/L@_
Internet ; <

/AN

|
i
\‘\}J\ﬂ’z/
~ Internet i <

‘/‘-v-”\.rh'“\-

e-GP System

Bank

e-GP System

BANK

111

e-GP System




Online Referencing of Work Experiences

Referencing Contract Execution Transactions in e-GP Blockchain (Post De-duplication)

|
| g IDEF Limited (1212) | GID 54321 | 1 Transaction pool
| Seeks to record e
| s vaz Limited (1213) IGID 55256 e-GP System A24 contract > ]

2

Transaction

added

| ' execution data
I I
| ﬁ vaz Limited (1214) IGID 55256 I
I | 1

______________________ Seeks to record contract
______________________ execution data

e-GP Blockchain

| I
LMN Limited (1518) GID 54627 |
|t (et 5 IPKG-GP System A19 7—‘ —

| Records with GID 55256
| Y vaz Limited (7979) IGlD 55256 | pulled into supplier’s bid

GID matching validations
in-built in e-GP system I e-GP System A15

1

Submits bid online

ﬁ vaz Limited (7979) I GID 55256 I

Pull Blockchain record
for matching GID

3A
Yes

- gk Disallow
No—P» .
g referencing

3B-1

All records of XYZ Limited
pulled in by e-GP System A15

Supplier can pull all its experiences from e-GP Blockchain.

Supplier XYZ Limited is identified by GID 55256 is all e-GP systems. Now the

Supplier de facto maps all its user IDs to one single GID




Online Bank Guarantee Submission

Authenticated Electronic Bank Guarantee Submission in e-GP Systems using Blockchain Technology

Supplier in e-GP System A19
@

1

2

Generates Bank Guarantee

Submission form

BA

v Initiate Bid |
submission

transaction to be decrypted

Identifies Blockchain

Bank — BID 987

BANK

Y

3

Prepare Bank Guarantee and
publish it in e-GP Blockchain

Encrypted

4B
BG Type

e-GP System A19

1
Open / Partially
encrypted

~f—— BG Downloaded

Y

y

Transaction pool

‘ e-GP Blockchain

Bank, Supplier and e-GP System are all uniquely identified. It is just a matter of
reporting BG as a Blockchain transaction. Note 2 types of BG: encrypted and open.




Inclusion of OCDS in e-GP Blockchain Network

Central PKI Messaging

Server System e-GP System

Identity
Management

Transactions reported in
compliance with OCDS

OCDS Reporting L

Transaction pool
Planning

Tender

Awards

Contracts

Implementation

Mining Client

Vplidate
compliance Operated by
E-GP Systems?
Validate
compliance

OCDS Verification

Synergy between OCDS and e-GP Blockchain

Planning

Tender

Awards

Contracts

Implementation

It is proposed to verify
transactions reported in the
e-GP Blockchain vis-a-vis
Open Contracting Data
Standards (OCDS)

Validate
compliancp

Validate
compliance

‘ Verification Nodes — Any Interested Party




Cull Overview of the e-GP Blockchain Functions

Overview of the Various Components of e-GP Blockchain Network

Verify
compliance

-

" \__ compliance with OCDS

OCDS Reporting &

Verification

Planning

Tender

Awards

Contracts

Implementation

Validate
comjpliance

Validate
compliance

.
o

Transactions reported in

Transaction pool

Mining Client
Operated by
E-GP Systems?

‘ Verification Nodes — Any Interested Party

Pulls work experience
- p

Internet —

Reports
BG transaction

DEF Limited (1212) ‘GID 54321‘ &

XYZ Limited (1213) ‘GID 55255‘ ﬁ

Bank — BID 987

BANK

Reports User ID
creation

XYZ Limited (1214) ‘ GID 55256 ‘ é

Supplier requests for

Central e-GP
Blockchain Server

Bank Guarantee

E-GP System / Bank

A

Reports Key Pair
Generation

v

Central PKI Server

based on GID matching

Retrieves BG

Pair to users

Request for User ID

Key pair

=g

Issues key

—%-GP System A15 }4—»{ XYZ Limited (7979)‘ GID 55256‘ 5
@t g eGP System Al5 b

Retrieves Bank
Guarantee information




Benefit

* Performance Rating of Suppliers
* Simplified External IT System Integration
* Expedited Procurement and Reduced Transaction Costs

* Real-time view of contracts pending completion, contract
award information etc.

* Online repository of work experience information




Way Forward



Way Forward

Software requirements should be prepared

Establishment of a Governance mechanism

Close coordination with the Open Contracting Group

Development of the solution
Pilot implementation

Global Roll out
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