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The views expressed in this presentation are the views of the author/s and do not necessarily reflect the views
or policies of the Asian Development Bank, or its Board of Governors, or the governments they represent.
ADB does not guarantee the accuracy of the data included in this presentation and accepts no responsibility
for any consequence of their use. The countries listed in this presentation do not imply any view on ADB's
part as to sovereignty or independent status or necessarily conform to ADB’s terminology.







The United Nations Development Programme (UNDP) is
the UN's global development network, advocating for
change and connecting countries to knowledge, experience
and resources to help people build a better life.

UNDP is on the ground in some 170 countries and territories,
supporting their own solutions to development challenges
and developing national and local capacities that will help
them achieve human development and the Sustainable
Development Goals.

Empowered lives.
Resilient nations.



‘759 ‘ . 19
VT 'f

Office of Audit and Investigations

« 85 Staff for audit and investigations: 51 internal audit, 27
investigations, 7 management and support

* HQs audit section in NYC
* Investigations section in NYC

* 5 regional audit centres: Kuala Lumpur, Istanbul,
Pretoria, Dakar and Panama (5-7 auditors per centre)

Empowered lives.
Resilient nations.




.759 . 19
Ly SRl 'f

UNDP Data 2017

UNDP
* Working in 170 countries
* Expenditure 6.2 bn USD

Office of Audit and Investigations

Audits # Expenditure (bn USD)
All 126 3.1
Country Office 35 2.3
Projects (outsourced) 59 0.5

Other 30 0.3
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DEVELOPMENT PROCESS
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Reason

* |dentified the need for a more comprehensive /
efficient / structured review of available data

Use
= Annual risk assessment: risk ranking of Country Offices

= Audit risk assessment: show potential areas of non-
compliance and operational weaknesses, for further
review during the audit.

{

= Audit;: consolidated data extraction @
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HOW - FIRST STAGE

= Define Controls / Tests (Procure to Pay — PO /Voucher)

» Develop UNDP ERP (PeopleSoft) queries

» Develop formulas for defined controls

= Test concept (Excel)

= Automate Process (Excel / Visual Basic scripts)

= \Visualization (Power BI)

@
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HOW - SECOND STAGE

Automate analysis process further
* Nearly done - controls scripted in SQL

Add additional data sets
 HR data / Travel data

Add controls based on fuzzy logic
* E.g. check vendor data against vendor sanction list

Improve overall risk scoring

 Country Office risk scoring

Empowered lives.
Resr’lfgnt nations.



7T RN D210 MY LT
--—-

-m
[Beryilivar .3 |

RESULT

» Data analytics process and dashboard having 30 controls within 4
categories

» Compliance: focus on issues where the office has deviated from applicable
policies (e.g. where a PO was entered and approved by the same person)

» Red flag: related controls focus on issues that could indicate fraudulent behavior
(e.g. creation of a related requisition, PO and voucher on the same day)

» Timeliness: focus on issues that could indicate a less than efficient workflow in
the office (e.g. a long period between PO creation and approval)

= Effectiveness: focus on issues that could indicate a sub-optimal use of office
resources (e.g. requisitions or PO’s that have been created, but have not been
used)

» Dashboard has drill down option and provides users with
option to extract data
» Dashboard can be accessed online by all auditors Empowered v
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BENEFITS

» Frontloading for stronger assurance

= Ability to analyze large volume of data in an efficient
manner

» Analyze all data instead of working with samples

* Focus on high risk areas, adding value to audit process
» |dentification of cross cutting issues

» Streamlining of audit processes

= Simplified risk rating process y@

AR
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CHALLENGES

* Quality of data

» Understanding of data / business processes
= Access to data
= Buy-in of users

)
V
gs 7

= Use of external consultants S
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= Automate ETL

» Work in progress - direct link between Data Warehouse and SQL
server

" Increase refresh
* Currently quarterly > Future monthly / weekly

» Add controls / Improve existing controls

» Some additional controls identified — need to be scripted
" Incorporate more data / Add dashboards
= Add data sources (World Bank, etc.)

* Improve Result Quality / Expand Machine Learning
(supervised learning)
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Risk Model

VendorTests Vendor Risk Score

Each test has its own weight | “*| Aggregated, weighted and scaled [—
totals

Payment Tests Payment Risk Score

. . 3 Aggregated, weighted and scaled
Each test has its own weight totals. Extra weight is given to
high-value payments

A J

Business Unit Risk Score

Procurement Tests Procurement Risk Score Vendor Payment Procurement HR T&E
22.50% 22.50% 22.50% 22.50% 10%
.| Aggregated, weighted and scaled
Each test has its own weight totals. Higher amounts have Aggregating modules’ risk scores and
higher weights summing them up to calculate BU Risk Scores.

HR Risk Score

HR Tests

= Aggregated and weighted totals
Each test has its own weight

T&E Risk Score

T&E Tests

—* Aggregated, weighted and scaled | —
totals

Each test has its own weight

Empowered lives.
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Dashboard

Purchase Orders (2016 - Q3 2018)

22.63K 69K 2597

$798.65M | $1.41bn $196.23M

RAC-AP . . s
RAC-ECME Year b !

e St o Pl b A0 ' i
RAC-LAC - O A S
RAC-NWCA 2018 2017 2016 ) N ‘{ O e
0 (\,’;:’.'3- )ﬁ? e
e Atlantic { + W S |\ :/—‘\J § e
T LEm L i 1 —TI d_.\iji\ ) Ak
! " = ) ,- 4 . A : V) _,- B { f] =
- _— - ..,J -_' - -.r _- b ._ 4 1) . _- : .'. P, '--'.\ . .\‘I
T

-
g
g

e ERICA -v_‘:?{\- |t - ) Indian
" N Dotet BN s Ocean

-

—
el
I

-
Colom__

b Bing ©/201E HERE, © 2015 MIZFEON COrparatan T2me

Siema .
El Sabv._.

i
g.

7 g
HEHEGEREE

17



Dashboard

untry Review I

| Region | PO Issues by Month

Select All
RBA
RBAP
RBAS
RBEC
RELAC

Select All
RAC-AP
RAC-ECME
RAC-ESA
RAC-LAC
RAC-NWCA

Select All
Afghanistan
Albania
Algeria
Angola
Argentina
Armenia
Azerbaijan
Bahrain
Bangladesh
Barbados
Belarus
Benin
Bhutan
Bolivia
Bosnia and He...

2018 2017 2016 Country @ Afghanistan @ Albania @ Algeria @ Angola @ Argentina @Armenia @ Azerbaijan @ Bahrain @ Bangladesh @ Barbados @Belarus © Benin @ Bhutan »
o
300
Compliance
200

No of Issues Amount

1712 $48.77TM

100
No of Issues Amount
0
11K $344 17M 2018-01 2018-02 2018-03 2018-04 2018-05 2018-06 2018-07 2018-08 2018-09

Number of POs with Issues
Red Flag
No of Issues Amount
9204 $612_87M Compliance I 1712
X Timeliness 11375

RF
No of Issues Amount -

339 $2 576M Effectiveness 339



__Region _J __County ] Vear |

Select All Irag
B RBAS Jordan
Kuwait
Lebanon
Libya
Morocco
Palestina
Saudi Arabia
Select All Somalia
RAC-ECME Sudan
B Syria

Tunisia

United Arab ...

Yemen

PO BU + PO Control

2017

2016

[Beryilivar _ 2| S7a300] s88754.891 1 .60%l

Dashboard

Catego

Compliance Effectiveness

o 1. Select a BU and Control(s)
Red Flag Timeliness 2. Select year and adjust date interval using "Issue Timeline",

if necessary

Controls Issue Timeline

Select All
Outliers (absolute) - highest PO $20,000 higher than second highest for... 12/31/2016  9/30/2018
Qutliers (relative) - highest PO 5 times higher than second highest for t... ( } ( )

POs close to Approval Levels - Man 1 / Man2
POs close to CAP / ACP Approval Level

Possible Split POs (Multiple POs for the same Vendor created the same ... No. of selected POs (distinct)

Related PO | Vendor ID “ | Vendor Name Vendor SetlD | Vendor Class | PO Reference PO Amt Curr Currency %

19
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Fuzzy Logic

UNDP Data Analytics - DRAFT Dashboard 3: Vendor-Sanction Entities Fuzzy Results
Mote: This analysis is based on 2017 data for 7 business units.

1. The underlying data on this dashboard incorporates data points from Vendor Header and Vendor Address.
Vendor Dashboard 2. External data sources include UN and OFAC sanction lists.

3. All amounts are in USD unless otherwise specified.

oot Jlowr | ol |
o——opgoe—— 0

Office of Audit and Investigations

BU+Vendor | Vendor | sanction |vendor Sanction | Vendor Address Sanction Address |sanction |Sanction Similarity | Similarity
Name Name Country Country Name Name Score Score
Description | Source Name Address
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Audit Monitoring

AUDIT MONITORING DASHBOARD

‘Weekly Status Update of Ongoing Audits

(=}

Governance
OAURAC- 2003 UNDP Kenya
ESh

OARAC- | 1925 UNDP Gamhia
Ty
CARAC- 2014 UNDP Uganda
=n

CA/RAC- 2007 UNDP Demacatic

i Peogle's Republic af
Kovea

OARAC- 2004 UMDR Venezusia

CA/RAC- 2010 UNDPYemen
ECHIE
CARAC- 2000 LMDPLao DR

OAACTAS 2089 Management of
sutsourced ICT senvices

Approved AWP

104

S:m;m:ry
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Patialy  Caurmry
Swtictactory Office

02-0ct18  Audtee  11-Nov1B

i

Unsstisfact Cowy  0SOct-18 dudtee  0iNoedd  310c-i8 Of-Nowed
ary Dffice.

Partialy Cauntry 05-Oct-18 Auditee 08-Now-18

Saticiactory  Office

Al

Patialy  Coumy Ol O 15-No- 18

Sotisiactory  Office

Al

Partialy Caurtry 12-Oct-18 Auditee 13-Now- 18

Satisiactory Office
Al

Coutry  17-0ct-18 OAlSection 17018
Patialy  Courmry
Satisfactory  Office
Al

DE-Now-18  Audtee  15-Now-18

[l W-Now-18  DWlSection  06-ow-18

Revised AWP
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AWP Status - Audit types
O Desk Review 1 1
Caurtry Office Y] 1 E]
DiM 44 13 -10 51 Lo —
DiM_Regional/Glchal 5 1 6
DI UNCDF 7 5 2
Tatal 104 ] A6 113
Audit reports issued (2018) Mo. of reports issued and ratings
BY 0AI UNIT. TYPE 2018
e ---...
SDEK-D..
€O - €0 Audit
BFUP-F D - O Bt sa
oG FUP - Follow-up Audit 1 1
(GFaL - GEATM Aurit 2 1 3 ]
LBHOA- . HOA - W05 At T 1 B 4
P INT - Interagency Audits 1 1
PEA - Performance Audit 2 1 1 4
Rl Total [ w0 ] 1 B 102
P TS i
f“‘\.s ‘s'_\ "" "h

Revised Annual Work Plan (2018)

Report Refresh Date&Time

15-Nov-18 10:08 AM

Draft repart subrmitted to 00 for comments, due back 16 Now 2018

O1-Now-18 Comments from CO expected by 15 Novemizer 2018

Draft repart subrmitted to 0 for comments, due back 16 Now 2018

Drafting repert

AR at-the CO far theis comments / plan of action. Expected back at
RAC LAC by 23 Navember.

The st regart is crafted far sharing with the mansgement by 20
Mowvemiber.
Fiekdwark ended on 7 Novernber 2018

Audit reports issued
2016 - INCLUDING UNWOMEN

104

Som
@ Country Office
[ @Giotal Furs
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P ——

D HEAZGUANTS
e Mo. of redacted reports
@00 _Deck Ruviaw 08

WG Fallow-ug.

Intar-agancy audt

B Omer austs 4

Audit report ratings
2018
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Office of Audit and Investigations  fvoeeie
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Quality Assurance and Policy Unit

Ongoing audits Country Offices and Owverall Audit Ratings
Fi 208

0 |#

Ave. No. of Days to Issue Re... MNORTH
e AMERICA grre
& L o
WO
-y D soutH
/ AMERICA taan - AUSTI
-
b Eing GLlles
LY ly Sati Partaally

Total audited expenditure Status of DIM Audits (Who has it?) - 2018
T

$2.536M

Audited expenditure by OAL..
018

81

Shzsbn___ £026kn

T"J -
A

Audited expenditure and no... Report Status - DIM Audits (Who has it?)

COM - CO Audit

DEX - DEX Audiit

FUP - Fallaw-up At 1
GFA - GFATM fusd B

HCY - MO Auic 4

INT - Interaency ducits 1

FEA - Performance Audit 4

Towl 102




AUDIT REPORT RATINGS

Issue Date

1/1/2017 9/30/2017

1738 UNDP Guinea OAI/RAC-NW...  Partially Satisfactory Country Offi...

1724 UNDP El Salvador OAI/RAC-LAC/  Partially Satisfactory/MI|  Country Offi...

1740 UNDP Tunisia QAI/RAC-NW...  Partially Satisfactory/MI  Country Offi...

1752 UNDP Guyana OAI/RAC-LAC/  Partially Satisfactory/MI|  Country Offi...

1761 UNDP Sudan - Global Fund OAI/RAC-ECM... Partially Satisfactory/MI|  Global Fund

1762 UNDP Pakistan OAI/RAC-AP/ Partially Satisfactory/MI  Country Offi...

1768 UNDP Cameroon OAI/RAC-NW...  Partially Satisfactory/MI Country Offi...

1770 UNDP Swaziland QAI/RAC-ESA/ Partially Satisfactory/M|  Country Offi...

1773  UNDP Vietnam OAI/RAC-AP/ Partially Satisfactory/M|  Country Offi...

1830 UNDP Benin QAI/RAC-NW...  Partially Satisfactory/MI|  Country Offi...

1881 UNDP Sierra Leone OAI/RAC-ESA/ Partially Satisfactory/MI|  Country Offi...

1747 UNDP Libya OAI/RAC-NW...  Partially Satisfactory/SI  Country Offi...

1750 UNDP Resource Mobilization Management OAISHAS/ Partially Satisfactory/SI  Headquarters
Partially Satisfactory
Partially Satisfactory/MI

ASlA Partially Satisfactory/S|
%JROPE Satisfactory
o @ (@] Unsatisfactory
Atlantic e @ oo Total
’ Ocean e e @
© PAFRICA o
éshﬁ)EUR-II-EiA o "gf:;:; AUSTRA'E Partially Satisfactory

Partially Satisfactory/M!

I> Bing

Rating

© 2018 Microsoft Corporation Terms

Partially Satisfa... @ Partially Satisf...

Partially Sati...

Partially Satisfactory/S|
Satisfactory
Unsatisfactory

Total

@ satisfactory P

COA - CO Au...

COA - CO Au...
COA - CO Au...
COA - CO Au...
GFA - GFATM...
COA - CO Au...
COA - CO Au...
COA - CO Au...
COA - CO Au...
COA - CO Au...
COA - CO Au...
COA - CO Au...
PEA - Perfor...

3 5
3 9
3 3
1

1" 17

[N-REt-RRt-RE

06-Jan-17
24-Feb-17
03-Feb-17
20-Apr-17
28-Apr-17
31-Mar-17
18-May-17
24-May-17
09-Jun-17
10-Jul-17
25-Aug-17
25-Jan-17
30-Jun-17

2 10
4 16
9 15

1
15 43

~N = W=

RBLAC
RBAS
RELAC
RBAS
RBAP
RBA
RBA
RBAP
REA
RBA
RBAS
0

10
16
15
1
43

OAl Unit

(Multiple Selections) N (Multiple Selections) N

Em]m—-mml—n

Audit Monitoring Dashboard

Rating

Audit Ratings

Partially Satisfactory

102% ‘

Partially Satisfactory/MI
10 (23%)

Satisfactory 15 (35%) —

Audit Type2

—

Partially Satisfactory/sl
16 (37%)
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