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Intro to HIRA® s ICT System

Development(History) of ICT System -

1990 - 2002 | B Period

1979 - 1989 (Web-based)

Period

DEVEIopmentas (CS/Web-based)

Initroeltietery Period
Parloe

(rlogi-gzisael)

Host/CS-based

i+ 2013: establishment of a

; _ ‘ | new generation system
- - establishment of the - Medical claim review

* Data Warehouse (DW) ' (web-based)

- '+ 2007:1SO 9001 Quali ) : -
+ 1994: introduction of claims | >0 9001 Quality Benefit quality assessment

* 1979: delegated system

: - q diqi : : Management System | » 2013: auto insurance review
operation to Korean using digital media ! certification in all areas of the ! : P
Institute of Science and (C.D, diskette) T} i | Ci(r)r: ;.acce;rg:éciﬁg(ig of ICT
Technology . * 1995: pllqt program of E - System establishment (2008~ | International Standards
* System establishment claims using EDI 12011) : (1S020000)

- Korea Pharmaceutical « 2014: establishment of

-Medical insurance ARl Information Service (KPIS) Open Healthcare Big Data

information system * 1999: establishment of the ! oo : ,
(Host-based) Integrated Medical Insurance | I()gllj%)Utlhzatlon Review System ((Ssoli/?e?r?rrntlenr?t T
- System for Federation of ' Data Ngtwork (_CS-based) - Medical Claim Portal Service | 2015 Healthcare Reéource
Korean Medical Insurance ' ¢ 2000: separation of ' (MCPoS) i
Societies prescribing and dispensing & Reporting Portal
-Information systems of  certification of claim SW
the branch offices

(1982-1989) ' + 1996 expansion of EDI :

Q
2
E
[<F}
w
—
=
[}
=
7]
7]
[}
7]
1]
<<
o
=
2
>
45}
[
QL
(2]
(=
®
=
7]
=
L=
=
M
)]
El=

* CS: Client-Server



Intro to HIRA® s ICT System

Business Environment ’

f . = ’j—T\‘1 5 1billion claims USD 72 biillion in\
" Indicators ﬂ 91,545 providers l, i T medicl fecs
~— | annually -
& - T annually )
/. — I
Quick and accurate processing of large amounts of data

Requirements Expansion of real-time services such as DUR

Better protection of privacy and a more stable IT system
J

\

187 UNIX servers

(329 small- to medium-sized servers)

Servers

Scale of the

Disk storage

ey 3.4PB
ICT System - o
0.0 69,000 copies
programs
No. of 264

personnel
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Major systems
— organization of information system

The public

Providers

SW
Developers

Non-life
insurance
companies

Intro to HIRA® s ICT System

Healthcare |
information

service

Results of
meaical
daims review

Certification
of Claim SW,

Details of
review

Details of |

accidents

Health & \Welfare

Cyber Security Center ‘

Information System

Operation Control (Security) System
Claims Review & Quality Assessment System

Medical Claim :

Data Warehouse

Portal System for

the Publicand
Providers

Analytical System

DUR

Customer Support System

Korea
Phammaceutical
Information Service

Benefit Quality
Assessment

System

Open Healthcare
Information

Integrated
Healthcare
Resource System

®
Review
history
| Eligibility NHIS
information
iles‘;'g;’;’ Korea Veterans
Eligibility Health Ser\/lce/
information.municipalities
Drug safety
PR MFDS
information
Policy The
materials | govemment
Health & VVeltare
Disaster Recovery
Center




Major systems s s
~ Medical claims review system
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Receipt of claims (automatic check Up) — (Screen) Review —

Decision — Post-Factum Management/Monitoring

A KT Relay Center

s H¥ >

m i = , Simple error

IR AR heck up on
1 - e Portal aft:
Healthcare Paper, diskette (0.2%) MCPoS (96.5%)  EDI (3 3%) subm.ss.on
provider *; ¥

Claim filing <
Auto Check Up

o

Screen Review

.

Electronic Review
Prescription Index

Statistics on the

Review Criteria J
provider’s resources

DW

v

Eligibility check

-
Pr

v

4

!

Review completion

Review decision

Preparation of reim-
bursement information
Notification of
review results

Appeal

otification of appeal results

o‘ﬁfication of benefit quality
<«—assessment results

™ reimbursement

Storage of
mformatlon

L

Benefit Quallty
Assessment

Processing of appeal

Re-review decision

Preparation of
calculation files

Statistics Analysis/j




M aj 0 r SVSte mS Benefit Qflltv Assessment System
- Benefit quality assessment system

« A system that links EMR with assessment survey tables in real-time for efficient
collection of responses, reducing providers’ administrative burden and supporting
their autonomous healthcare quality management

Healthcare Provider Relay Server m

<
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n anyil eownuaen supill P X
£ F
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3 0cs Data e F':_ o
g extraction [
% atany MAPPER L
3 time = -
@ ) \ Target (™) N
5 management /= %\J
j:c & E'\l2 \ i k. (88 JBEE Row =5 o R
e L Extraction . [ B P
2 criteria Questions to & from healthcare
A Uil R personnel, Announcements Business Portal (Biznet)
O edical
2 speg?i:r: n Indicator for providers
0 ITI o
,Ef L form@/ check Ana'ulysils
8 Submission of
E=

survey responses
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Major systems

— Benefit quality assessment system
Planning — Gathering base data — Collecting survey responses

Benefit Quality Assessment System
®

— (alculating

Submit survey
tables for each
patient & item

assessment results

eatore abls
P Error check <
Reliability check
ro . Resu'lts r 1
T S o b ssesmentiesie
I—|-e:allthcare Citizen-s Calculate indicators
' per provider &
Incentives/ composite results,

disincentives

Collecting survey

- o
Criteria _
Specific plans Claim
specification
e — oW
Gatheringbasedata [ 1o on
Claim specification providers
forms < :
Reports on providers’ Master files
resources ;
Mortality data L Mozl ekl """"""l

Ministry of the Interior

Information on emergency
room arrivals

Appeals

providers
O M

NHIS

NG L/

h
Ministry of Public
Safety and Security

W,




Major systems oo
— DUR (Drug Utilization Review]

o7 ag
//
A////g On \ine

Real Time Internet transmission

Medical Issue Prescription
Institution

T 4

Review criteria announce by MFDS
* DB of DUR Standard . .
» drug-drug interaction

* Patient-based Prescription . d .
Information DB rug-age precaution
; * pregnancy precaution

* ingredient duplication
* therapeutic duplication
» Suspended drugs for safety reasons

ext.
X
E . Prescription Information | Review Results | Completed Prescription !
E Transmission Transmission Transmission

.........................................................................................................................................................

* DB of DUR Standard less than 0.5 sec / transaction 9
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Major systems
— DW (Data Warehouse)

Operational —
System Utilization of DW

. : : . a N
[ Review & } Data integration/linkage Structure/Unstructured
Assessment - OLAP N . Ianaly5|s .
: e : ~ - nualreportson statistics,
Review& Assessment Medical record DB (general statistical N ;
Tt )| | B | (M || ||| | Comeinien
{ mediaprocdures } (integration, ( SASR h Ve . ... N\
~ [ - Specialized statistical
Healthcare [ Heatthcareresouraes ] \__aggregation, linkage) / (specialized :
Fxtract - < | analysis program) analysis
resources  JTeansform [ DUR J Summary DataMart - sQL S (healthcare utiization trends,
( 1 | Load (bymonth, provider, (computati analysisof benefit polices, etc)
LS putational I\ : )
L DUR | —> ( KPIS ) L dmﬁfamm ) L statistics) P ~
( ) { Auto insurance } P ~ Dictionary ) Genfratlzn of Iagge-
KPIS { NTO ONTOM J Linkage DataMart (view data attributes) ) scalé and complex
h . benefits (Production, supply, statistics
( Auto ) Others (place of useof drugs, etc) o DVg P?][)tal 4 (indicatorlinkage, assessment
. residence, etc> ; view Dashboar ndictors.
R EC— B . statistics) AN e EEEE 4
Information on D [ Dashboard analysis |
non-benefits . (Monitoring of healthfinance
— o System Management Service L trends,etc) )
A ~ 1 C onvercion-of
[ :esggc(epetc)o ] . uaIi [ Authorization > rsoal > [ Training and Monitoring of patients
: e management Nyl management medical records

(Abuse/misuses of drugs,

I
TShow results of abnormal sign detection on : Link statistics, health info, etc.

HIRA+ (during the review process) T e e s Smmmmoooes >,
Big Data |
Artificial Intelligence |
1

7

1
:
Healthcare data linkage Providers Governr_nent H-ealthcare The public ‘é - _(ioiﬁrlg_f.{(ioie_ _._ _ef""l -
agencies industry
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Intro to HIRA® s ICT System

Disaster Recovery System .
| Remote operation of the ICT Center (DR Center under MoHW) )

C HIRA ) (@ DR Center D)
Review  Portal  DUR DR-Review DR-Portal DR-DUR
System System System System System System

File replication solution

Replication of service programs
and file systems

] b Dedicated i
EA S network R ;-\
l l Real-time replication of data I l
Operation Storage Storage replication solution DR Storage

* Continuity of key information systems even in times of disasters
- real-time data replication

- reqgular mock disaster exercises every half year
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Security and operation
— Security

4 levels of security

PC.
Security Network
& (Leve Security Server Security
el 2)

g (Level
DDoS

Ex&ggrrlal Defense System irewall

| Intrusion rou

5N » Server OS secu
ﬁ " «Firewa * Application program sect

-

‘ * Intrusion prevention-system
( l « DDoS defense system ‘ l
y y
= < Inl’.cgrer}al % . Anti-virus ‘ g
« File encryption (DRM)
"_3 Health & Welfare @ National Cyber Security Center
Cyber security Center TR AR EEEEEEEAEEE AR EEEEEEEEEEEEEEEEssEEEEEEEEEEEEEEEas >
‘ Y,
Level e
PC security (Level 1) User authentication, central management of antivirus programs, digital rights management (DRM),

flash memory access control, etc.

Network security (Level 2)  Network separation, intrusion blocking and prevention system, firewalls, DDoS defense system, VPN,
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etc.
Server security (Level 3) Server security (SecureOS), access control, integrated access record management system, etc.
DB security (Level 4) Encryption of DB with important info such as personal info, DB access control and access record

management, etc.




Security and operation
- Operation control system

Yeb ZSITAIAE

ALHAAIY

B Lx
l l 18 : asnz @@ 54
® zans

® oz

Ty
l l 5 O uvzam

® sanz

® zzxz ® wunz

M1 i

R EES

Memory MEM Used (%) Z 1t 92.64 (81 7) £ & 90 (0| &)

Y Monitoring of HIRA’s HQ = ) Monitoring and

and the 10 branches % W | i control system
x\\\\, = SN | o~ resources &
| : troubleshooting

Y Non-stop, real-time service of
Operation Control System
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Intro to HIRA® s ICT System

Certifications and Patent ’

o International Patent
I Electronic Review of Medical Claims s, Business Method

Republic of South Africa
Japan

‘09 Singapore, Australia

“10 Vietnam

“12 U.S.

01509001 and 1ISO20000

EDI review system
DW and Mining system
‘07 IT system (including web portal service)
“10 KPIS system
“12 DUR and VOC system
‘14 1SO20000 (IT Service Management)

0 Database Quality Certification (Korea Data Agency)

DQC-M(Management) Certification of agency-wide data management system
DQC-V(Value) Certification of data quality (Review System, DW)
“14 - ‘16 DQC-S(Security) Certification of data security (Review System)
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Q&A

URANCE REVIEW &

HIRA x UZHANAEII

Thank You




