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The views expressed in this presentat:on are the views oif the author/s and do not necessarily reerCt the views
or policies of the Asian Development Bank, orits Baardof Gavernars, or the governments they represent :
ADB does not guarantee the accuracy of the data included lmthls presentation and accepts no responsibility
for any consequence of their use. The countries listed in this preséntatioh do not imply any view on ADB's
part as to sovereignty or independent status or necessarily conform to ADB 's terminology.
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. Why the Blockchain?

Under the Spotlights
Not Virtual Anymore
Cryptocurrency market cap

Cryptocurrency exchanges




Under the Spotlights

EFFICIENCY

The Blockchain
A revolutionary decentralized trust
system

http://www3.weforum.org/docs/GAC16_Topl0 Emerging Technologies 2016 report.pdf
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https://www.imf.org/external/pubs/ft/sdn/2016/sdn1603.pdf ﬁ .



Not Virtual Anymore

virtual -

adjective vir-tu-al \'var-cha-wal, -chal; 'varch-wal\

Simple Definition of virTuAL

: very close to being something without actually being it

: existing or occurring on computers or on the Internet

http://www.merriam-webster.com/dictionary/virtual




Cryptocurrency Market Cap

649 Currencies / 60 Assets / 1989 Markets Market Cap: $12,082,554,281 / 24h Vol: $293,759,909 / BTC Dominance: 84.0%

Crypto-Currency Market Capitalizations

C S %9;1 6 Register and pay by 7 September to save US $600!
cveersecurrry nexus PACIFIC - 14 - 16 November | E»iHI:J‘d;JDIQ

AN ISACA CYBER EVENT

Market Cap ~ Trade Volume ~ Trending ~  Tools ~ Search Currencies n
All ~ Currencies ~ Assets ~ Next 100 — = View All
“# Name Market Cap Price Available Supply Volume (24h) % Change (24h) Price Graph (7d)
1 © Bitcoin $10,137,848,529 $643.91 15,744,250 BTC $ 256,481,000 -4.99 %
2 4 Ethereum $ 822,289,040 $10.06 81,770,173 ETH  $ 14,932,800 -2.90 %
3 <§ Ripple $232,935257 $0.006590  35,345971933 XRP * $ 790,727 -1.15%
4 Litecoin $ 191,965,120 $412 46,561,154 LTC $ 5,482,560 -8.41%
5 [B The DAO $ 92,440,798 $0.080116 1,1 )13 DAO * $ 1,259,940 -3.55 %
6 @ NEM $78,243,210 $ 0.008694 8,999,999 999 XEM * $ 1,927,680 3.34 %

https://coinmarketcap.com/



Cryptocurrency Exchanges
Cryptocurrency Exchanges / Markets List

Indexing 46 cryptocoin exchanges with a total 24h volume of 410,664.12 BTC on 4156 trading pairs!

Exchanges List

Featured exchange of the month

Bitcoin Exchange Thailand

CCEDK

Name
Bitfinex
OKCoin
BTCC
BTC-e
CEX.IO
Kraken
Poloniex
Bitstamp

BTC38

Inactive Exchanges

Graphical Exchange Comparison

Last Update
9 min, 58 sec

36 days, 17 h, 28 min, 55 sec

Last Update
13 min, 26 sec
3 min, 59 sec
3 min, 27 sec
17 sec

3 min, 55 sec
1 sec

4 min, 17 sec
31 sec

31 sec

http://www.cryptocoincharts.info/markets/info

Trading Pairs Total Volume
(20 ) 779.48 BTC
0.00 BTC

Trading Pairs Total Volume
113,073.50 BTC
78,687.99 BTC
53,542.99 BTC
50,895.27 BTC
40,948.51 BTC
33,713.61 BTC

14,212.31 BTC

12,813.13 BTC

BeBBBOooC

6,921.64 BTC



Il. The Bitcoin

* Components
* Under the Hood
= Distributed ledgers
= Mining
= Chained blocks
= Consensus

" Transaction recording




Components

L = $2.00 (3,090.76 bits)

10:38 AM

Picture by Marko Ahtisaari

= 10:36 AM

BTC Wallet

800 bits

$0.52

TO BUY AND SELL BITCOIN

"\ Coinbase currently does not support your region.
) Please visit coinbase.com for more information.

Received bitcoin 300
\=_/ from Bitcoin address

gwer rtyuiop
/;r}\ Received bitcoin 500

\Y  from Bitcoin address alsjdiflglhljlk]!
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https://www.flickr.com/photos/moia/14266642578
https://www.flickr.com/photos/hutchike/

Distributed Ledgers
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Paid $

Mining

HASH (HASH M + NONCE) <

0000000 XXX XXXXXXXXXXXXXX
L 4

“A gave B 2”
C9B51B471D57998073520483A977BED282F21

“A gave B 20"
79165B41C9C5960D77D84B9AB772A8BBAB92

“A gave B 3”
6971190BF4450E9272FE53F76DE902619DB04
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Chained Blocks

Block 1 Block 2 Block 3 Block 4

d vorc=: Bl vonces JRN vonce:
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Consensus




Transaction Recording

= hash (B’s Pub key)

B C
A address address
®

1’/

- C address - B’s Pub key | Signature ‘ 01 |




lll. Technology Applications

Colored coins: NASDAQ ling

Smart contracts: Ethereum, R3 CEV

Distributed storage: Storj

Distributed Autonomous Organization:
Ethereum/DAO

Y’



Colored Coins

Certiﬁcates SORY @ LEAST RECENT MOST SHARES LEAST SHARES NAME (A-2)

(N) CERTIFICATES VERIFILD BY NASOAQ SSUER MORN ISSUSR 2R} DAX
EW WALLET & TRANSACTION .
Q . ] . . . .
Common Class Common Class Clas B Class B
SERILS CLASSIS
Seed (J) Clas B JADZIA DAX
* Series A (\/) Common Claxs

Sertes B (./) Class A DUkat a

Class B Common Class Class B

nnnnnnnn

http://www.coindesk.com/hands-on-with-ling-nasdaqs-private-markets-blockchain-project/
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Block

Smart Contracts
B
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Distributed Storage

https://storj.io/
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Distributed Autonomous Organization

Sub DAO
Q )




IV. Risks and Governance
Anonymity
Volatility (Mt. GOX, The DAO Hacking)
Derivatives and leverages
Impact on environment

Questions to ask




»ﬁ Silk Road

anonymous markelplace

Anonymity

Money laundering
Funding terrorists
Tax evasion

lllegal trades

Illegal capital flights
Ransom

http://www.newsweek.com/2015/02/27/silk-road-hell-307732.html

By Nina Burleigh

m
S VEARS 21



http://www.newsweek.com/2015/02/27/silk-road-hell-307732.html

Volatility — Mt. GOX Hacking

Difference Between Actual and Expected MtGox BTC Holdings
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http://blog.wizsec.jp/2015/04/themissingmtgoxbitcoins.html
posted by Kim Nilsson
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http://blog.wizsec.jp/2015/04/themissingmtgoxbitcoins.html
http://blog.wizsec.jp/2015/04/themissingmtgoxbitcoins.html

Volatility — The DAO Hacking

JiCharts & Markets @ Social

Ethereum Charts =
Zoom 1d 7d 1Im 3m 1y YTD ALL From | Jun 862016 | To | Jul8, 2016
°
>
-
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10. Jun 14. Jun 18. Jun 22. Jun 26. Jun 30. Jun 4. Jul 8. Jul

http://coinmarketcap.com/currencies/ethereum/




Derivatives and Leverages
Table of Contents

1. - Terms and definitions
2. Where bitcoin derivatives can be
=
traded
- 3. - Simple illustration
B 4,
Symbol Sell Spread Buy C
£ 5
@ Favorites 6
AAPL.US closed .
B 7. - Practice makes perfect
BTCUSD 09:03:36
= 8
EURUSD 09:03:32
o SPX500 09:03:00 9
USOIL 09:03:27 10.
Crypto 1 1 .

BTCCNY 09:03:36

BTCEUR 09:03:36

http://www.bitcoinfuturesguide.com/futures-guide.html

BTCJPY 09:03:36

ETHBTC 09:02:17

ETHUSD 09:02:17

reony 000304 ‘ CFTC Asserts Jurisdiction Over Bitcoin Derivatives
HICELR — http://www.sidley.com/news/10-15-2015-derivatives-

LTQPY 00:03:35
s YEARS . 24

LTCUSD 00:03:23 up d ate

https://simplefx.com/



Impact on Environment
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Electricity Consumption =
(MW, 1 Year) ﬁ .

Based on: http://motherboard.vice.com/read/bitcoin-could-consume-as-much-electricity-as-denmark-by-2020




Questions to ask

* Do we understand the new technology and its
benefits and risks?

* Did we proactively start gathering and
accumulating data on this ?




Further Recommended Reading

e State of Bitcoin and Blockchain 2016

e State of Blockchain Q1 2016



http://www.slideshare.net/CoinDesk/state-of-bitcoin-and-blockchain-2016-57577869
http://www.slideshare.net/CoinDesk/state-of-blockchain-q1-2016
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