
Data Protection and Cybersecurity 
How to perform a Data Protection Impact Assessment and Cyber Risk Assessment

Wong Onn Chee
CEO
Rajah & Tann Cybersecurity

AASCTF GLP WEBINAR 2:
DATA GOVERNANCE AND SECURITY



Agenda
• A look at SG Personal Data 

Protection Commission (PDPC) 

Decisions till 24 Sep 2022

• Data Protection Impact 

Assessment (DPIA)
as recommended by SG PDPC

• Cyber Risk Assessment (CRA)
as recommended by SG Cyber Security Agency (CSA)



PDPC Decisions
1. 173 Decisions for confirmed breaches of PDPA from 2016 till Sep 2022 

2. Total penalties: S$3.073m

3. Personal data (non-dedup) records: 16.83m

4. Excluding Singhealth/IHIS case, the next Top 3 offenders by penalties are:
1. Secure Solutions Group - HSA vendor - leaked blood donor PD - S$120k - 

2020
2. Ninja Logistics - S$90K - 2019
3. Commeasure (reddoorz.com) - S$74k - 2021

5. All are Breaches of Protection.

6. In fact, all Top 10 breaches by quantum of penalties are Breaches of Protection.
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84% of PDPC Decisions are for Breaches of Protection

12%

3%

84%

1%

Enforced Cases by Offence Type

Consent Openness Protection Purpose

Source: https://www.pdpc.gov.sg/Enforcement-Decisions
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97% of PDPA penalties are for Breaches of Protection
$90,500.00 , 3%

$2,967,500.00 , 97%
Consent Openness Protection Purpose

Source: https://www.pdpc.gov.sg/Enforcement-Decisions
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IT firms / vendors account for ~S$1.156m of penalties
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Amount of PDPA Penalties ($'000) by Industry

How much more 
penalties before our 

govts start to 
regulate IT firms?

Source: https://www.pdpc.gov.sg/Enforcement-Decisions
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Leakages from web / cloud services are the most common causes

Do you have DLP 
solutions 

protecting your 
web / cloud 
services?

Source: https://www.pdpc.gov.sg/Enforcement-Decisions



Data Protection Impact Assessment
1. Title = “Guide to Data Protection Impact 

Assessments”
2. Updated in 14 September 2021 to align 

with the updated SG PDPA (Personal 
Data Protection Act) which came into 
force on 1 February 2021.

3. Can be downloaded from 
https://www.pdpc.gov.sg/help-and-
resources/2017/11/guide-to-data-
protection-impact-assessments
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Data Protection Impact Assessment
1. Covers the 10 principles in SG PDPA.

1. Consent
2. Notification
3. Purpose
4. Accuracy
5. Access and Correction
6. Protection <= where Cybersecurity sits
7. Retention
8. Transfer
9. Data Breach Notification*

* Unique SG notification thresholds
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Data Protection Impact Assessment
• Example DPIA is 

provided for easy 
reference
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Data Protection Impact Assessment
• Sample DPIA 

questionnaire is 
provided in the 
Annex for 
reference
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Data Protection Impact Assessment
• Recommend to create an Excel template from the Guide for 

operational use



AASCTF GLP WEBINAR 2:
DATA GOVERNANCE AND SECURITY

Cybersecurity Risk Assessment
1. SG Cyber Trust Mark
2. Comes with SG Cyber 

Essentials Mark
3. Released on 29 March 

2022
4. Can be downloaded from 

https://www.csa.gov.sg/Pr
ogrammes/sgcybersafe/cy
bersecurity-certification-
for-organisations/cyber-
trust-mark
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Cybersecurity Risk Assessment
1. Comes with a 

recommended risk 
assessment template “CS 
Risk Assessment” in the 
Self-Assessment Excel 
template.
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Cybersecurity Risk Assessment
1. 25 key cyber risks to 

assess.
2. 6 types of cyber risks

1. Data Breach (5)
2. Human Factor (5)
3. Infrastructure (5)
4. Physical Security (4)
5. Regulatory and 

Compliance (3)
6. Supply Chain (3)
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Cybersecurity Risk Assessment
3. Look at Inherent Risks 

and Residual Risks after 
identifying Risk Control 
Measures across 22 
domains.

4. Includes Risk Treatment 
Plan so that projects can 
plan, budget and 
implement additional 
controls to lower the risks.
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Cybersecurity Risk Assessment
5. Generates automated 

heat maps from the inputs 
to the Risk Assessment 
worksheet.
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Cybersecurity Risk Assessment
6. Annex provides the 

Likelihood, Impact and 
Risk Matrices.

7. Also describes the 4 
typical Risk Decisions
1. Accept
2. Mitigate
3. Avoid
4. Transfer



Conclusions
• Make full use of these 2 valuable but 

free resources from SG PDPC and 
CSA to perform DPIA and CRA for your 
next data project for your city.

• Remember the wise adages:
• What you can’t measure, you can’t 

manage

• What you don’t manage, you will lose

• Don’t be the next victim of data breach.



Thank you!
Wong Onn Chee

onnchee@rtcyber.com


